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Abstract

Researchers have often described the hacker subculture as homogeneous. The aim of this study, however, is to identify the
differences between groups within this subculture. It distinguishes three groups of hackers: neophytes, who are people new to
hacking and have low technical skills, an experienced elite with high technical skills and an utterly inexperienced group known
as lamers. The relationship between the psychological and technical factors was evaluated. The NEO-FFI Personality Inventory,
the Social Competence Questionnaire and the Test of Internet Addiction were applied to test the thesis. A scale of technical abili-
ties was created with the cooperation of IT experts to evaluate the level of technical skills. Four-hundred-and-twenty-two people
participated in the preliminary stage of the research, while 82 were admitted to the second stage. A large number of people
were excluded as they were found by the technical questionnaire to lack the required skills. It was only in the second stage that
participants were examined using the psychological questionnaires. The research found a relationship between the technical
skills and personalities of perpetrators of computer crimes, but uncovered no direct dependence between technical skills, social

competence and Internet addiction, which contradicts the stereotypical understanding of hackers.

Key words
Hackers; Computer crime; Personality.

Received 28 August 2012, accepted 4 February 2013

1. Introduction

The high-speed development of information tech-
nology has introduced numerous new concepts and
phenomena into psychology. The anonymity of the
Internet, online aggression and groups created on
social-networking sites and services have compelled
contemporary psychology to reappraise many theo-
ries of human behaviour. This has not eluded forensic
psychology, which faces a new challenge in the form
of computer crime. The people who commit computer
crime are widely known as hackers, however this is
a generalisation resulting mainly from the influence
of the media. Hacking as a phenomenon had already
arisen in the 1950s, while the term itself has gradu-
ally come to assume today’s pejorative meaning [see
8]. Researchers from a number of disciplines have at-

tempted to explore and explain the particular nature of
contemporary computer criminals. Sociologists have
attempted to understand the influence of hackers on
the way the Internet functions, lawyers have sought
ways to penalise crimes committed via the Internet
and psychologists have asked questions about the mo-
tivation and personality of their perpetrators.

2. Review of research into hackers

The difficulty of gaining access to the hermetic
culture of hackers has placed significant limits on re-
search into this population [8]. This review will there-
fore present only the most representative investiga-
tions that have been conducted within the discipline
of psychology.
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Lieberman conducted a study of 42 hackers using
a questionnaire. He found that perpetrators are large-
ly driven by the intellectual challenge, the thirst for
knowledge, the desire to know more about computers
and the need for achievement and accomplishment. At
the same time, he discovered no differences between
their level of social anxiety and of avoiding social situ-
ations when compared with a group of students. The
hackers Lieberman studied had had their first contact
with computers at the age of seven. They began pro-
gramming early and also had problems at school. They
did not consider the ethical aspects of what they were
doing. The hackers Lieberman studied had a lot of
friends and were in heterosexual relationships [7].

Chantler examined 164 hackers and analysed ma-
terial taken from social networking sites and servic-
es, monitoring of the Internet, online questionnaires,
e-mails and interviews. He found that the hacker sub-
culture was hierarchical and that hackers often came
together in groups of six or seven people, in which
each hacker specialised in a different area of program-
ming. To be successful in the hacker community it was
necessary to be of at least average intelligence and to
be creative, curious and inventive. This very particular
group has developed a jargon, which makes it easier to
transfer words and emotions using the keyboard (i.e.
overcomes the limitations of the keyboard in this re-
spect). All of those studied by Chantler stated that they
were addicted to the computer, believed they could
do anything they wanted and satisfied their need for
power and attainment by hacking into systems. Their
targets were mainly military systems, government sys-
tems, and university networks [3].

Chantler also attempted to answer the question
of why young people begin to hack. He regarded the
family environment as a risk factor as the majority of
juvenile hackers had been brought up by one parent
which often caused them to flee to the computer and
lose themselves in it. At the same time, their rejection
of the new relationships their single parents embarked
upon could lead to a lack of respect for authority also
beyond the family. Chantler also took account of such
variables as personal details, including when they had
begun hacking, home life, education and work ex-
periences, and hacking in his research. Furthermore,
Chantler classified the members of the hackers’ sub-
culture and assigned them to three groups: an experi-
enced elite, a group of neophyte beginners and a group
of utterly inexperienced lamers.

Rogers [11] studied 148 hackers of whom 36 had
been convicted and 112 were volunteers. He selected
them according to the acts for which they had been
committed to a penal institution pursuant to Canadian

criminal law. He found the volunteers with the aid of
the Internet, where he posted information about his re-
search and a link to his own site on hackers’ sites, on
pages devoted to computer security and on the website
of the American Psychological Association (APA). He
used a modified version of Skinner and Fream’s ques-
tionnaire adapted for the Canadian legal system and for
contemporary technical requirements. Those in penal
institutions were asked to complete a paper version of
the questionnaire, while the volunteers from the Inter-
net filled in an extended computer version which also
tested their knowledge of hacking. The aim was also
to acquire as much information as possible about the
participants. Rogers confirmed a relationship between
social learning theory and hacking. He found that this
type of crime is heavily dependent on social status,
as the equipment and access to the Internet demands
material resources. This element may therefore be re-
garded as a risk factor for hacking. He also observed
that the majority of computer crime is committed by
young people with an average age of 16, which means
that computer skills are acquired at an early age.

In a further set of experiments Rogers et al. [12]
analysed the relationship between the personalities of
the participants and morality with the aid of the NEO-
FFI Personality Inventory. The sample was composed
of students of a technical faculty, while the screening
test for admission to the group of computer criminals
was a questionnaire concerning online behaviour. The
questionnaire asked about activities such as password
cracking, using someone else’s password without per-
mission, looking at other people’s files without the
agreement of their owner, changing the content of oth-
er people’s files without their consent, using or writing
viruses, acquiring the confidential data of another user
without authorisation and the use of special devices to
obtain free-of-charge telecommunications services.

All those who declared that they had done some or
all of these things were classified as computer crimi-
nals. The results of the research revealed that those
who committed computer crimes had a higher level
of introversion than those in the control group. The
remaining hypotheses were not confirmed [12]. Rog-
ers’s work resulted in a typology of hackers: newbies
(neophytes), cyberpunks looking to gain a reputation,
internals breaking into the servers of the companies
they worked for, small-time thieves, an old guard
embracing first-generation hacker ethics, virus writ-
ers, and the experienced (and most dangerous of all
professional criminals) cyber terrorists and political
activists.

Woo [16] investigated 1,385 people using an In-
ternet questionnaire. Of these, 80% were men and
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half were under the age of 19 at the time of the study.
Woo found that there was a relationship between an
unstable self-esteem manifested in a high level of nar-
cissism and heightened aggression in hackers, who
usually react with aggression when under threat. Par-
ticipants’ desire to be at the centre of attention and fan-
tasising about their own powerfulness and greatness
were found to be of particular importance. However,
as Woo adds, narcissism cannot be treated as proof of
high aggressiveness, but only as a risk factor for it.
Hackers with higher levels of nationalism displayed
more anger in their reactions and behaviour and also
had a greater tendency to hack against the sites of
states standing opposed to their own nationality. In
Woo’s opinion, hackers with a high level of national-
ism combined with political motivation could cause
conflict to spread to the Internet and so increase the
risk of cyber terrorism and cybernetic wars. Charac-
teristics such as fantasising about personal greatness,
centre of attention, aggressive behaviour, intrinsic mo-
tivation, concentration on task at hand and nationalism
appeared particularly significant. In Woo’s view, these
features make it possible to construct a psychological
portrait of a hacker engaged in cyber terrorist attacks
against other nations. Though these research results
are interesting and the majority of the respondents
were Koreans, the group was still not homogeneous
in terms of nationality. The preferred ways of launch-
ing attacks, which could supplement the psychological
portraits of perpetrators, were further factors not taken
into account.

The Hacker-Taggers group proposed by Warren
and Leitch [15] supplements this typology. The mem-
bers of this group get their pleasure from competing
with each other and leave their “calling cards” in the
form of a password or symbol on the sites they hack.
They usually choose their targets based on current so-
cial and political events.

Chiesa, Ducci and Ciappi [4] conducted exten-
sive research on a population of hackers. They em-
ployed a questionnaire, in which they asked about
demographic data, relations with other people, skills
and attitudes to hacking. They also used an adjective
scale of their own design that described the personal-
ity traits of the participants they surveyed. Their stud-
ies encompassed hackers from all over the world, but
were mainly based on the personal contacts of one of
the project leaders, who has a presence in European
hacking circles. Approximately 600 people took part
in the project. The investigations began in 2004 and
were planned to end in 2012. Other research led by
Chiesa, Ducci and Ciappi [12] though interesting, is
based exclusively on surveys and does not take into

account the cultural aspect: some of the demographic
data are inconsistent with the final conclusions, such
as in the case of education and hacking or in the case
of identifying and defining the power law enforcement
institutions have to interfere in the lives of citizens.

The conclusion to be drawn from an analysis of
the literature on the subject is that recent and current
research into the hacking subculture rests in the main
on surveys and questionnaires and does not take ac-
count of secondary variables that can often completely
change the value of the results. In focusing on mo-
tivation they restrict the meaning of the personality
factors, which determine hackers’ effectiveness and
the actions they take. The dominant opinion among
the scholars mentioned is that hackers are people with
a variety of often mutually exclusive personality traits,
who are addicted to the Internet and who have low so-
cial competence. This approach means that the major-
ity of the current research, while aspiring to explain
the psychological mechanisms of hacking, is in fact
closer to sociology. A further problem lies in treating
hackers as a homogeneous group, which can also sig-
nificantly distort the results obtained. The exceptions
are the studies done by Chantler [3] and Rogers [12],
who propose their own typology of hackers based on
the criteria of technical skill and motivation.

3. The research question

As we have seen from the studies presented above,
knowledge of information technology (understood in
broad terms) and motivation are the factors that dis-
tinguish those who commit computer crime. It is as-
sumed for the purposes of this research that a hacker
is a person compromising the integrity of a computer
system who possesses sufficient skill to gain unauthor-
ised access to it. Yet the perpetrators do not form a ho-
mogeneous group. The typology based on the aspect
of technological skill should be acknowledged as the
most accurate. This is connected with the complexity
of an attack and the capacity of hackers to create their
own tools. The most important skills that make hackers
effective are knowledge of programming languages,
of operating systems and of questions involved with
network security. This statement shall be taken as the
starting point in distinguishing the group of perpetra-
tors. The aim of the research is to answer these ques-
tions: Are hackers a heterogeneous group? Do person-
ality traits, social competence and addiction to the In-
ternet distinguish members of the hacker community?
If so, what is the nature of these factors? The literature
review provides grounds for positing the hypothesis
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regarding the heterogeneity of the group and for the
possibility of distinguishing at least two sub-classes
of distinct hacker skills. It also predicts that there exist
statistically significant differences between the groups
with regard to personality traits, social competences
and Internet addiction.

4. The participants

The participants were people who had committed
computer crimes, that is, who had repeatedly gained
unauthorised entry to computer systems without the
consent of their owners. The participants were chosen
with the aid of IT and network security experts who,
for the most part, were employed either as network
administrators or as police and other officers special-
ising in computer crime. They put forward the names
of people they knew who, in their opinion, possessed
high technical skills. Four-hundred-and-twenty-two
people participated in the preliminary stage of the re-
search, while 82 were admitted to the second stage.
There is a large difference in numbers here because it
was necessary to eliminate those who completed the
tests in a tendentious manner or who did not meet the
main criterion of sufficient technical skill. The results
of those who declined to proceed to the second stage
of the research were also discarded.

The majority of the participants were men (95%).
There were very few women participants (5%). The
majority of the respondents gave their age in the in-
tervals 19-24 years (41.5%) and 2540 years (45%).
More than half of the participants had no long-term
partner (58.5%), while the remainder either lived with
each other (19.5%) or were married (22%). The ma-
jority of the participants lived in medium-sized towns
(32.9%) and big cities (40.2%), while the remainder
lived either in small towns or in the countryside. More
than half of the participants had either completed
a course of higher education or were in the process of
doing so (71.9%).

5. Materials and methods

The study used a questionnaire embracing demo-
graphic data and a scale of technical skill covering
knowledge of fields such as programming languages,
software engineering, databases, operating systems,
network issues, graphics applications and other pro-
grams to test the hypotheses put forward. The psycho-
logical tools deployed were the NEO-FFI Personality
Inventory by Costa and McRae [21], Matczak’s Social

Competence Questionnaire (KKS) [9] and the Test of
Internet Addiction (PUI) by Young [10, 19, 20].

The research was conducted in two stages. During
the first stage the participants completed an interview
posted on a web page, a scale concerning their techni-
cal skills and the PUI test. If their level of technical
skill met the conditions of the research, they were in-
vited to participate in the second stage, in which they
completed the NEO-FFI and KKS questionnaires in
paper form. Rogers [11], who looked for volunteers
using the Internet and also used it to determine the
knowledge levels of participants, adopted a similar
research procedure. The interview and the other tests
were anonymous and voluntary. The participants were
informed of this at the very beginning of the research.
The participants also had the right to decline to take
part in the second stage of the procedure.

6. Results

Two groups that were different from each other
in terms of technical skills were distinguished using
k-means cluster analysis. The first sub-group contained
49 participants with low technical skills and the sec-
ond 33 participants with greater knowledge of pro-
gramming languages, operating systems and system
security. The results obtained confirmed earlier re-
search which indicated that there were fewer people
with high technical skills when compared with those
of little technical skill [3]. With reference to the litera-
ture, the first group was named as the neophytes and
the second as the elite. The greatest inter-group differ-
ences were observed in knowledge of programming
languages, operating systems and network issues. Par-
ticipants from the elite group have greater skill levels
in these areas. The members of the elite group were
very much better at programming and more proficient
in handling operating systems and the intricacies of
the network — including network security methods.
The differences are less pronounced with regard to
the remaining skills, but the knowledge of the elite is
greater than that of the neophytes in all categories.

The second question was the relationship between
technical skill and personality and between social
competence and addiction to the Internet. The results
are presented in Tables I and II below.

As the inter-group comparisons revealed, there are
statistically significant differences with regard to neu-
roticism, openness to experiences and conscientious-
ness. Participants in the elite group are less neurotic
than the neophytes and have greater levels of openness
to experience and of conscientiousness. No significant

Problems of Forensic Sciences 2013, vol. 93, 391-403



The perpetrators of computer crimes as a heterogeneous group

395

TABLE I. STUDENT’S t-TEST FOR PERSONALITY TRAITS IN THE ELITE AND NEOPHYTE GROUPS
Neophytes Elite
M SD M SD f t P
Neuroticism 20.1 8.55 15.42 8.72 0.146 2.409 0.01
Extroversion 26.42 6.04 25.78 6.22 0.064 0.462 n.i.
Openness to experiences 26.89 5.03 30.45 6.11 0.965 -2.767 0.05
Amicability 27.28 4.92 26.06 7.59 5.310 0.887 n.i.
Conscientiousness 28.32 6.75 32.36 7.12 0.270 -2.570 0.01

TABLE II. THE U MANN-WHITNEY TESTS FOR SOCIAL COMPETENCE AND INTERNET ADDICTION IN THE ELITE

AND NEOPHYTE GROUPS

Addiction to the

Intimate contacts (e.g. long-

\ . Social contact  Assertiveness  Overall result
Internet term partner, married, single)
U Mann-Whitney 776.000 765.000 720.000 773.000 796.000
V4 -0.32 -0.41 -0.84 -0.34 -0.12
Asymptotic significance . . . . .
(two-sided) n.i. n.i. n.i. n.i. n.i.

statistical differences were found between the groups
with regard to social competence and addiction to the
Internet.

7. Discussion

It was posited that hackers are not a homogene-
ous population and that the criterion that differentiates
them is technical skill. This was completely confirmed
as two groups were indicated: participants with higher
and lower skill levels. The research did not include
people who break into telephone networks or those
who create viruses because, with regard to the current
level of IT technology development, they were regard-
ed as an insufficiently representative group compared
to the population as a whole. The number of people
assigned to the individual groups (which were deter-
mined by statistical analyses) remained in accord with
earlier research into this population, which indicates
the small number of people with high technical skills
compared to those with average knowledge of IT tech-
nology [see 3, 4].

The typology proposed by Chantler [3] is the one
that is most consistent with the results obtained. This
was the typology used in naming the first group as
neophytes and the second as the elite. It was assumed
here that the third group identified by Chantler, lam-
ers, were those who did not qualify for the research.
They were rejected in the first stage as their technical

skills were too low or because they were inclined to
overstate their abilities. We may also refer the level
of technical skill to Chiesa’s typology [4], which clas-
sifies hackers as those taking advantage of known
loopholes in systems, hobbyists and users of local net-
works. When comparing this to the results obtained, it
can be said that the participants belonged to the first
two groups according to Chiesa’s typology. That is,
those with sufficient skill to carry out attacks based on
disseminated system errors or flaws (neophytes) and
the elite, who are capable of creating their own tools,
whose attacks are more varied and for whom hacking
is their long-term passion.

The two groups differ with regard to knowledge
of programming languages, operating systems and the
principals by which the network functions. It was in
these three categories that the greatest disproportions
were found. The typology devised by Rogers [11, 12]
confirms the thesis adopted, yet covers wider ques-
tions also connected with motivation. Marking out the
two groups also points to the fact that it is not only
the technical evolution of the Internet that is at is-
sue, but also the changes that have taken place in the
population of hackers, which is a group that operates
in a very specific way and one that we may tend to
regard as monolithic. In the first period of their his-
tory hackers were treated as a homogeneous group,
while the present level of development of IT technol-
ogy means that they can be divided into those with
more and less advanced skills, which affects the way
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they behave on the network. It is of course possible
for those in the lower group to gain “promotion”, but
in Chantler’s opinion [3] this happens in only a few
cases. To move out of the group of neophytes and into
the elite it is necessary for hackers to continually seek
new challenges and broaden their knowledge. Open-
ness to experience is the decisive character trait in this
respect. As new skills are acquired so new tasks and
challenges are sought, which leads to a continuous
increase in interest in issues and knowledge concern-
ing hacking. This is what is required to be admitted to
the elite group [18]. Chiesa, Ducci and Ciappi [4] also
refer to the need to raise one’s status in the hierarchy.
This was precisely the reason for hacking chosen by
respondents from among the possible motivations.

The groups differ with regard to technical skills.
This was a selection criterion, though the divergence
in terms of proficiency in programming languages,
operating systems and questions concerning the world
wide web was decidedly higher in the case of the elite.
This group also has greater knowledge of databases
and graphics programs. This means that the high skills
levels of the elite do not only involve questions strict-
ly connected with hacking, but also with software as
broadly understood. This points to the fact that the
generalised knowledge of IT represented by familiari-
ty with programming languages and operating systems
also leads to effectiveness and skill in IT as broadly
understood.

This relationship is also explained by the earlier dis-
cussion concerning the mastering of certain programs
based on cooperating with other people. It is necessary
to point out here that this relationship appears exclu-
sively in the neophyte group, which suggests that con-
tact with other hackers (perhaps in a search for a sort
of mentor) and having recourse to their knowledge
and experience is one of the essential elements in their
technical development. This, however, would require
them to have high self-esteem and an internal locus of
control which, according to Chantler [3], result from
considerable technical skill. This is also confirmed by
Chiesa, Ducci and Ciappi [4], who observed that in
a proportion of their participants there was a desire to
become a sort of guardian for those with less expe-
rience. They add that the first achievements come as
a result of the beginner’s own experiences of trial and
error, yet to acquire more advanced knowledge the as-
sistance of more technically accomplished hackers is
needed. For this reason the neophytes attempt to make
these sorts of contacts so that they can discuss their
experiences as beginners with more experienced hack-
ers.

The second research question posited a difference
between the groups under examination with regard to
personality traits, social competence and addiction to
the Internet. This was partially confirmed as the groups
differed with regard to personality traits. However, no
statistically significant results were recorded regard-
ing social competence and addiction to the Internet.
The elite group was characterised by a lower level of
neuroticism and greater openness to experience and
conscientiousness. With reference to the literature this
makes it possible to draw conclusions concerning the
way these people function in the network. Those with
higher levels of neuroticism will display more behav-
iour directed at preserving anonymity on the Internet
which, however, when allied with low levels of techni-
cal skill, will not always be effective. They may also
create more Internet identities and even pass them-
selves off as other users [2]. At the same time, they
will make too much use of CMC (computer mediated
communication) and value it more than communica-
tion that is not mediated by the Internet. They will be
oversensitive and impulsive in their actions, which
may mean they will make errors and therefore be more
easily apprehended by law enforcement bodies.

Effectiveness and high levels of technical skill may
be achieved by those with a high level of cognitive
curiosity who are also emotionally balanced, organ-
ised and persistent. The key trait is openness to expe-
rience and especially one of its elements — tolerance
of the new [5]. The effectiveness of hacking activi-
ties depends on continuous broadening of knowledge
and on the capacity to swiftly adopt new technologies
and methods of action. Similar conclusions appear in
the research conducted by Chantler [3], who found
a higher level of creativity in those belonging to the
elite group. The success of the members of this group
is also associated with their internal locus of control.
A similar position is expressed by Voiskounsky, Babe-
va and Smyslova [17] who described the members of
a group they researched as intellectually curious, astute
and quick learners. These conclusions are again sup-
ported by Chiesa, Ducci and Ciappi [4], who described
the members of a group they researched as creative,
clever and, at the same time, as dreamers and rebels.
The way hackers describe themselves — as inquisitive,
and on the one hand lazy but on the other engaged and
committed — leads to similar conclusions. It is likely
that this dualism constitutes a criterion distinguishing
the groups [4]. There is no doubt that openness to ex-
perience is a key trait for the effectiveness of a hacker.
At the same time, successful hacking requires com-
petence and a drive for perfection, as well as circum-
spection and restraint in acting [5]. Those with higher
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levels of technical skill plan their actions carefully, are
cautious and therefore make very few mistakes. They
are therefore able to be very patient when searching
for loopholes in the system they are trying to hack.
Chantler [3] was correct when he stated that the key to
success in hacking was to combine creativity with te-
nacity. According to Costa and McRae [5] those hack-
ers who are conscientious are those who at the same
time observe moral principles scrupulously.

It is also possible to advance the hypothesis that
traits opposite to those possessed by the elite group
and therefore anxiety regarding interpersonal relation-
ships, lack of drive to improve their skills and a sort of
negligent disorganisation are characteristics of those
in the lamer groups, who use other people’s programs
to wreak maximum havoc with the computer systems
of their victims.

No divergence in social competence was found in
the participants studied, which means that this is not
a factor that distinguishes the groups. It is nevertheless
necessary to accept the premise that — in connection
with the results of other research — there are differ-
ences in the way the members of the two groups use
the Internet. A higher level of neuroticism was associ-
ated with less frequent use of news services [1] and
the use of the Internet for entertainment [13]. This also
means that both groups may use social engineering as
a way of acquiring the data that is important to them.
It should however be stressed that because they have
an average level of social competence, this will not be
their main method of hacking.

The results obtained provided grounds for distin-
guishing two groups: neophytes and the elite. Their
personality traits are consistent with those set out in
the current and recent literature on the subject. As the
research conducted has shown, perpetrators of compu-
ter crime are different not only on account of techni-
cal skill but also owing to personality traits and, as
Donato suggests, this permits conclusions to be drawn
about the way they behave on the Internet, the targets
they choose, the methods they apply and even about
the effectiveness of their attacks [6]. It may be the case
that this knowledge can provide a platform for creat-
ing psychological profiles of unknown perpetrators of
computer crime that will make it possible to narrow
the search for them — especially in situations where
they are attacking from within a network.
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SPRAWCY PRZESTEPSTW KOMPUTEROWYCH JAKO GRUPA

HETEROGENICZNA

1. Wprowadzenie

Gwaltowny rozwoj technologii informacyjnej wpro-
wadzit do psychologii wiele nowych poje¢ i zjawisk.
Anonimowos¢ Internetu, sieciowa agresja czy tez grupy
tworzone za posrednictwem portali spotecznosciowych
zmusity wspolczesna psychologi¢ do weryfikacji wielu
teorii dotyczacych zachowania czltowieka. Zjawisko to
nie ominglo tez psychologii sadowej, ktora staneta przed
nowym wyzwaniem w postaci przestgpczosci kompute-
rowej. Popehiajace je osoby nazywa si¢ powszechnie
hakerami, jakkolwiek stanowi to generalizacj¢ wynika-
jaca gtéwnie z wpltywu mediow. Samo zjawisko hakingu
powstato juz w latach 50. XX wieku i stopniowo ewolu-
owato do dzisiejszego, pejoratywnego znaczenia [por. 8].
Badacze wywodzacy si¢ z roznych galezi nauk probuja
zglebi¢ specyfike wspotczesnych przestepcéw kompu-
terowych. Socjologowie poszukuja wpltywu hakerow
na funkcjonowanie Internetu, prawnicy sposobu na pe-
nalizacje przestgpstw dokonywanych za posrednictwem
sieci, a psychologowie zadaja pytanie o motywacje i 0so-
bowos¢ sprawcow.

2. Przeglad badan dotyczacych hakerow

Trudnos¢ dostepu oraz hermetycznos$¢ kultury haker-
skiej powoduje, ze badania tej populacji sa w znacznym
stopniu ograniczone [8]. Z tego wzgledu zaprezentowano
wylacznie najbardziej reprezentatywne z badan z krggu
psychologii.

Lieberman przebadatl ankietowo 42 hakerow. Stwier-
dzil, ze sprawcy w swoim dziataniu kieruja si¢ gtéwnie
wyzwaniem intelektualnym oraz pragnieniem wiedzy,
poznawania komputerow oraz potrzeba osiagni¢¢. ROw-
nocze$nie nie wykazat zadnych réznic w poziomie lgku
spotecznego i unikania sytuacji spotecznych w pordéw-
naniu ze studentami. Badani przez niego hakerzy pierw-
szy kontakt z komputerami mieli w wieku siedmiu lat.
Wecezesnie zaczgli programowaé, mieli tez problemy
w szkole. Hakujac, nie zastanawiajg si¢ nad etycznymi
aspektami swojej dziatalnosci. Posiadaja wielu przyja-
ciot i utrzymuja heteroseksualne zwiazki [7].

Chantler przebadat 164 hakeréw, analizujac mate-
riat uzyskany z serwisow komputerowych, obserwacji
sieci, kwestionariuszy on-line, e-maili oraz wywiadow.
Stwierdzil, ze subkultur¢ hakerska cechuje system hie-
rarchiczny, czgsto tgczg si¢ oni w grupy liczace 67 0sob,
w ktorych kazdy specjalizuje si¢ w innej dziedzinie pro-
gramowania. Rdwnoczesnie, aby odnosi¢ sukcesy w tej

spotecznosci, trzeba mie¢ przynajmniej przecig¢tng inteli-
gencje¢, by¢ tworczym, dociekliwym i pomystowym. Ta
specyficzna grupa posiada wlasny zargon, ktory utatwia
przekaz stow i emocji poprzez klawiaturg. Wszyscy ba-
dani przez Chantlera stwierdzali, ze sg uzaleznieni od
komputera, wierzyli, ze moga zrobi¢ wszystko, co zechca
i zaspokajali potrzeb¢ wladzy oraz osiagni¢¢ poprzez
hakowanie systemow. Ich celem byly glownie systemy
wojskowe, rzadowe oraz sieci uniwersyteckie [3].

Chantler starat si¢ takze znalez¢é odpowiedz na pyta-
nie, dlaczego mtodzi ludzie zaczynaja hakowac. Za czyn-
nik ryzyka uznat srodowisko rodzinne, gdyz wigkszos¢
mtodocianych hakerow byta wychowywana tylko przez
jednego rodzica, co powodowato czgsto ich ,ucieczke
w komputer”. Roéwnoczesnie brak akceptacji nowego
zwigzku rodzica mogl skutkowaé¢ brakiem szacunku dla
autorytetdw w szerszym tego stowa znaczeniu. W swoich
badaniach Chantler uwzglegdnit takie zmienne, jak dane
osobowe, poczatek dziatan, zycie rodzinne, edukacje,
doswiadczenie, prace oraz hakowanie. Chantler sklasy-
fikowatl takze cztonkow subkultury hakerskiej, wyrdz-
niajac doswiadczong elite, poczatkujacych neofitow oraz
niedo$wiadczonych lamerow.

Rogers [11] przebadat 148 hakeréw — 36 skazanych
i 112 ochotnikéw. Dobierajac ich, kierowat si¢ czynami,
za ktore zostali osadzeni w zakltadzie karnym wedlug
kodeksu karnego Kanady. Ochotnikéw dobieral przy
pomocy Internetu, zostawiajac informacje o badaniach
na stronach hakerskich, witrynach dotyczacych zabez-
pieczen oraz na stronie Amerykanskiego Towarzystwa
Psychologicznego (APA) z odnos$nikiem na jego strong.
W badaniach uzyt zmodyfikowanego kwestionariusza
autorstwa Skinnera i Freama dostosowanego do kanadyj-
skiego systemu prawnego oraz wspolczesnych realiow
technicznych. Osadzonych badano kwestionariuszem
w wersji papierowej, ochotnikow z Internetu jego dtuz-
sza komputerowa wersja, ktora sprawdzata takze ich wie-
dze na temat hakowania. Celem bylo rowniez uzyskanie
jak najwigkszej liczby informacji o osobach badanych.
Rogers potwierdzit zwigzek pomiedzy teoria spoteczne-
g0 uczenia si¢ a hakowaniem. Jego badania wskazuja, ze
ten typ przestepstw zalezy w duzym stopniu od statusu
spotecznego, gdyz sprzgt oraz dostgp do Internetu wy-
maga zasobow materialnych, dlatego ten element moze
by¢ uznany za czynnik ryzyka hakowania. Zauwazyt
réwniez, ze przestepstwa komputerowe sg domenag ludzi
mtodych, majacych $rednio 16 lat, co wigze z wczesnie
nabytymi zdolno$ciami obstugi komputera.

W kolejnych badaniach Rogers [12] analizowatl zalez-
no$¢ pomigdzy osobowos$cia badang przy pomocy kwe-
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stionariusza osobowosci NEO-FFI a moralno$cig. Probe
stanowili studenci wydziatu technicznego, a testem kwa-
lifikujacym do grupy przestgpcow komputerowych byt
kwestionariusz zachowan sieciowych. Dotyczyt on ak-
tywnosci takich, jak: odgadywanie haset, uzywanie cu-
dzego hasta bez pozwolenia posiadacza, przegladanie cu-
dzych plikow bez zgody wlasciciela, zmiang zawarto$ci
plikdéw innych oséb bez ich zgody, uzywanie lub pisanie
wiruséw, uzyskanie poufnych danych innego uzytkowni-
ka bez jego zgody oraz uzywanie specjalnych urzadzen
w celu uzyskania darmowych potaczen telefonicznych.

Wszyscy, ktorzy zadeklarowali tego typu dziatalnos¢,
byli klasyfikowani jako przestgpcy komputerowi. Wyni-
ki badan wskazaty, ze osoby popetniajace przestgpstwa
komputerowe posiadajg wigkszy poziom introwersji niz
osoby z grupy kontrolnej. Pozostate hipotezy nie zna-
lazty potwierdzenia [12]. Efektem pracy Rogersa byta
typologia hakerdéw, w ktorej opisat on nowicjuszy, po-
szukujacych rozglosu cyberpunkéw, wlamujacych sie na
serwery wlasnej firmy wewnetrznych, drobnych zlodziei,
kierujaca si¢ etyka hakerskg starg gwardig, autorow wi-
rusow oraz doswiadczonych i najgrozniejszych z wszyst-
kich profesjonalnych kryminalistow — informatycznych
wojownikoéw oraz aktywistow politycznych.

Woo [16] przebadat kwestionariuszem internetowym
1385 0s6b, z czego 80% to mezczyzni, a polowa nie
osiggneta w chwili badania 19. roku zycia. Stwierdzil, ze
istnieje zwigzek miedzy niestabilng samooceng objawia-
jaca si¢ wysokim poziomem narcyzmu a wigksza agre-
sywnoscia u hakerow, ktora zwykle reaguja w sytuacjach
zagrozenia. Szczegdlne znaczenie miala potrzeba bycia
w centrum uwagi oraz fantazjowanic na temat wilasne;j
wielkosci. Jednak, jak dodaje Woo, nie mozna traktowac
narcyzmu jako dowodu $wiadczacego o wysokiej agre-
sywnosci, lecz jedynie jako czynnik ryzyka. Hakerzy
zZ Wyzszym poziomem nacjonalizmu przejawiali wigk-
sza ztos¢ w reakcjach i zachowaniu, mieli tez wigksza
tendencj¢ do hakowania stron innych panstw bedacych
w opozycji do ich narodowosci. Zdaniem Woo, wysoki
poziom nacjonalizmu u hakeréw w potaczeniu z moty-
wacja polityczna moze spowodowac przeniesienie si¢
konfliktéw do Internetu i zwigksza w jego opinii ryzyko
cyberterroryzmu i cybernetycznych wojen. Szczeg6lnie
istotne wydaja si¢ takie cechy, jak fantazjowanie na te-
mat wilasnej wielkosci, doswiadczenia skoncentrowane
na sobie, agresywne zachowania, motywacja zewngtrz-
na, koncentracja na zadaniu i nacjonalizm. Wedlug Woo,
te cechy daja mozliwos$¢ stworzenia portretu psycholo-
gicznego hakera zaangazowanego w ataki cyberterrory-
styczne przeciwko innym nacjom. Mimo iz wyniki ba-
dan sg interesujace, a wickszos¢ respondentow stanowili
Koreanczycy, grupa byla niejednorodna pod wzgledem
narodowosci. Nie uwzgledniono tez preferowanych spo-
sobow atakow, ktore moglyby stanowi¢ uzupehienie
portretu psychologicznego sprawcy.

Swego rodzaju uzupetnieniem tej typologii jest za-
proponowana przez Warrena i Leitch [15] grupa hakerow
— taggerow, ktorzy czerpig przyjemnos¢ ze wspotzawod-
nictwa oraz oznaczania stron internetowych swoim ha-
stem lub symbolem. Cele wybieraja najczesciej w opar-
ciu o aktualne wydarzenia polityczne i spoteczne.

Obszerne badania nad populacja hakeréw zapro-
ponowali Chiesa, Ducci i Ciappi [4]. Zastosowali oni
kwestionariusz, w ktérym pytali o dane demograficzne,
relacje z innymi ludZmi oraz aspekt umiej¢tnosci i na-
stawienia do hakingu. Uzyli takze przymiotnikowej skali
wlasnego autorstwa opisujacej cechy osobowos$ci ankie-
towanych. Swoimi badaniami obj¢li hakerow z catego
$wiata, gtownie opierajac si¢ na kontaktach osobistych
jednego z prowadzacych projekt, ktory jest rozpozna-
walnym w $rodowisku europejskim hakerem. W projek-
cie wzigto udzial tacznie okoto 600 oséb. Eksploracje
rozpoczeto w 2004 roku, a jej zakonczenie zaplanowano
na rok 2012. Inne badania Chiesa, Ducci i Ciappi [12],
jakkolwiek ciekawe, opieraja si¢ wylacznie na ankiecie
i nie uwzgledniajg aspektu kulturowego — niektoére dane
demograficzne zaburzaja wnioski koncowe, jak to ma
miejsce w przypadku wyksztalcenia i hakingu czy tez
okreslenia sily ingerencji jednostek strzegacych porzad-
ku prawnego w zycie obywatela.

Jak wynika z analizy literatury przedmiotu, obecne
badania nad subkulturg hakerska opieraja si¢ w wigkszo-
$ci przypadkéw na ankietach i kwestionariuszach nie-
uwzgledniajacych zmiennych ubocznych, ktore czesto
moga catkowicie zmieni¢ warto$¢ wynikow. Skupiajac
si¢ na motywacji, ograniczajg znaczenie czynnika oso-
bowosciowego, ktory decyduje o skutecznosci i podej-
mowanych dzialaniach. Wedtug wymienionych badaczy
dominuje opinia, ze hakerzy sg osobami o roznych, czg-
sto wykluczajacych si¢ wzajemnie cechach osobowosci,
uzaleznionymi od Internetu oraz o niskich kompetencjach
spotecznych. Takie podejscie powoduje, ze wickszo$¢
aktualnych badan oscyluje w granicach socjologii, mimo
iz ich aspiracja jest ttumaczenie mechanizméw psycho-
logicznych dziatan hakerskich. Kolejnym problemem
jest traktowanie hakerow jako grupy homogenicznej, co
réwniez moze w znaczacym stopniu spowodowac zafat-
szowanie uzyskanych wynikéw. Wyjatkiem sa tu badania
Chantlera [3] i Rogersa [12], ktorzy proponuja wlasne ty-
pologie hakerow, opierajac si¢ na kryterium umiejetnosci
technicznych oraz motywacji.

3. Problematyka badan wlasnych

Jak wynika z prezentowanych wczesniej pogladow,
szeroko rozumiana wiedza o technologiach IT (ang. in-
formation technology) oraz motywacja sa czynnikami
réznicujacymi osoby popehiajace przestepstwa kompu-
terowe. Dla potrzeb tych badan przyjeto, ze haker bedzie
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rozumiany jako osoba naruszajaca integralnos¢ systemu
komputerowego i posiadajaca dostateczne umiejetnosci,
aby wejs¢ do systemu w sposob nieautoryzowany. Grupa
sprawcow nie jest jednak grupa homogeniczng. Za naj-
trafniejsza typologi¢ nalezy uznac tg, ktora opiera si¢ na
aspekcie umiejetnosci technicznych. Wiaze si¢ ona ze
ztozonoscig ataku i zdolno$cig do tworzenia wlasnych
narzgdzi. Za najwazniejsze umiej¢tnosci $wiadczace
o skutecznosci hakera nalezy uznac¢: znajomos¢ jezykow
programowania, systemow operacyjnych oraz zagadnien
zwigzanych z bezpieczenstwem sieci. Zatozenie to sta-
nowi punkt wyjscia do wyrdznienia grup sprawcow. Ce-
lem badan jest odpowiedz na pytanie o heterogeniczno$é
hakeréw oraz wykazanie, czy i jakie cechy osobowosci,
kompetencje spoteczne oraz uzaleznienie od Internetu
réznicuja czlonkow tej spotecznosci. Analiza literatury
przedmiotu pozwala na postawienie hipotezy o heteroge-
niczno$ci grupy i mozliwo$ci wyrdznienia przynajmnic;j
dwoch podklas réznigcych si¢ od siebie umiejgtnoscia-
mi hakerskimi. Przewiduje si¢ takze istnienie istotnych
statystycznie réznic pomigdzy grupami w obrebie cech
osobowosci, kompetencji spotecznych oraz uzaleznienia
od Internetu.

4. Osoby badane

Badaniami zostaty objete osoby, ktore popetnity prze-
stepstwa komputerowe, czyli dokonaty wielokrotnych
nieautoryzowanych wejs$¢ do systemoéw komputerowych
bez zgody ich wiasciciela. Osoby badane dobierano z po-
moca specjalistow w dziedzinie technik IT i bezpieczen-
stwa sieci, pracujacych najczesciej jako administratorzy
sieci lub bedacych funkcjonariuszami stuzb munduro-
wych zajmujacymi si¢ §ciganiem przestepstw kompu-
terowych. Wskazywali oni znane im osoby posiadajace
w ich opinii wysokie umiejetnosci techniczne. W bada-
niach udziat wziety 422 osoby, z ktérych do drugiej cze-
$ci dopuszczono 82. Tak duza roznica w liczbie 0sob ba-
danych zwigzana byta z konieczno$cia wyeliminowania
tych, ktoérzy wypehniali testy w sposob tendencyjny lub
nie spetniali kryterium gltéwnego: dostatecznych umie-
jetnosci technicznych. Usunigto takze wyniki 0sob, ktore
nie wyrazity checi udziatu w drugiej czesci badan.

Osoby badane to w wigkszoS$ci mgzezyzni (95%).
Udziat kobiet byt niewielki i wyniost tylko 5%. Wigk-
szo$¢ respondentéw okreslita swoj wiek w przedziale
19-24 (41,5%) 1 25-40 lat (45%). Ponad potowa z nich
nie posiadata stalego partnera (58,5%), pozostali zyli
w konkubinacie (19,5%) lub w zwiazku matzenskim
(22%). Wigkszos¢ z nich (32,9%) mieszkata w §rednim
miescie oraz 40,2% w duzym. Pozostali badani zamiesz-
kiwali mate miasta i wsie. Ponad potowa badanych miata
wyksztatcenie niepelne wyzsze i wyzsze (71.9%).

5. Materialy i procedura badania

W celu weryfikacji postawionych hipotez zastosowa-
no ankiet¢ obejmujgca dane demograficzne, skalg umie-
jetnosci technicznych obejmujaca wiedze na temat takich
zagadnien, jak jezyki programowania, inZynieria progra-
mowania, bazy danych, systemy operacyjne, zagadnienia
sieciowe, narzedzia graficzne oraz inne programy. Z na-
rzedzi psychologicznych zastosowano Kwestionariusz
Osobowosci NEO-FFI autorstwa Costy i McRae [21],
Kwestionariusz Kompetencji Spotecznych KKS Mat-
czak [9] oraz test uzaleznienia od Internetu (PUI) Young
[10, 19, 20].

Badanie byto dwuetapowe. Podczas pierwszego etapu
osoba badana wypetniata umieszczone na stronie inter-
netowej wywiad, skale umiejetnosci technicznych oraz
test PUL. Jedli jej poziom umiejetno$ci technicznych byt
odpowiedni dla warunkow badania, proszono ja o udziat
w drugiej czesci badan, w ktorej wypelniata w formie
papierowej kwestionariusze NEO-FFI oraz KKS. Podob-
ng procedur¢ badawcza zastosowat Rogers [11], ktory
szukat ochotnikow za posrednictwem sieci i za jej po-
srednictwem okreslal poziom wiedzy badanych. Wywiad
oraz pozostale testy miaty charakter anonimowy i dobro-
wolny, o czym informowano uczestnikow na samym po-
czatku badan. Roéwnoczesnie osoba badana miata prawo
odmowic uczestnictwa w drugiej czgséci procedury.

6. Wyniki

Zastosowana metoda analizy skupien metoda k-$red-
nich pozwolita na wyroznienie dwoch grup réznigcych
si¢ od siebie pod wzgledem umiejgtnosci technicznych.
W poszczegdlnych podgrupach znalazto si¢ 49 0séb o niz-
szych umiejetnosciach technicznych, w drugiej 33 bada-
nych o wickszej wiedzy z zakresu jezykow programowa-
nia, systemow operacyjnych oraz wiedzy z zakresu bez-
pieczenstwa systemow. Uzyskane wyniki potwierdzity
wczesniejsze badania, ktére wskazuja na nizsza liczeb-
no$¢ osob o wysokich umiejetnosciach w stosunku do
posiadajacych mata wiedze¢ [3]. Odnoszac si¢ do literatu-
ry przedmiotu, pierwsza grup¢ okreslono jako neofitow,
a osoby nalezace do drugiej jako elite. Najwigksze rozni-
ce miedzygrupowe mozna byto zauwazy¢ w znajomosci
jezykow programowania, systemow operacyjnych oraz
zagadnien sieciowych. Osoby z grupy elity wykazywaty
wigksze umiej¢tnosci w tym zakresie. Elita duzo lepiej
programowala, byta bardziej biegta w zakresie obstugi
systemow operacyjnych oraz tajnikow postugiwania si¢
siecig, w tym takze metod jej zabezpieczania. W pozosta-
tych umiejetnosciach rdznice byly mniejsze, jednak wie-
dza elity przewyzszala neofitow w kazdej z kategorii.

Drugim problemem byta zalezno$¢ pomigdzy umie-
jetnosciami a osobowoscia, kompetencjami spolecznymi
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oraz uzaleznieniem od Internetu. W tabeli I i II zaprezen-
towano uzyskane wyniki.

Jak wskazuja poréwnania mi¢dzygrupowe, istnicja
istotne statystycznie réznice w obrgbie neurotycznosci,
otwarto$ci na doswiadczenia oraz sumiennoéci. Osoby
nalezace do elity sa mniej neurotyczne, przewyzszaja na-
tomiast neofitdéw poziomem otwartosci na doswiadcze-
nia oraz sumiennos$cig. Pomiedzy badanymi grupami nie
wykazano istotnych statystycznie réznic w obrgbie kom-
petencji spotecznych oraz uzaleznienia od Internetu.

7. Dyskusja wynikow

Zatozono, ze hakerzy nie stanowig populacji jed-
norodnej, a za kryterium réznicujace przyjeto umiejet-
nosci techniczne. Znalazto to catkowite potwierdzenie;
wskazano dwie grupy — osob o mniejszych i wyzszych
umiejetnosciach. W badaniach nie uwzgledniono wia-
mujacych si¢ do systemow telefonicznych oraz tworcow
wirusow, uznajac ich, wobec aktualnego rozwoju techno-
logii IT, za grupe¢ niedostatecznie reprezentatywng w sto-
sunku do catosci populacji. Wyr6zniona dzigki analizom
statystycznym liczebno$¢ 0sob przypisanych do poszcze-
gblnych grup pozostawata w zgodzie z wczesniejszymi
badaniami nad tg populacja, ktére moéwia o matej licz-
bie 0s6b posiadajacych wysokie umiejetnosci techniczne
w stosunku do 0sob o przeci¢tnej wiedzy z zakresu tech-
nologii IT [por. 3. 4].

Za najbardziej tozsamg z uzyskanymi wynikami
uznano typologi¢ zaproponowang przez Chantlera [3].
Na jej podstawie pierwsza grup¢ okreslono mianem
neofitéw, drugag jako elite. Zatozono przy tym, ze trze-
cia grupa wskazana przez Chantlera, lamerzy, to osoby,
ktoére nie zakwalifikowaty si¢ do badan. Zostaty one od-
rzucone w pierwszym etapie ze wzgledu na zbyt niskie
umieje¢tnosci techniczne Iub tez chg¢ zawyzenia swojej
wiedzy. Mozna ja takze odnies¢ do typologii Chiesa [4],
w ktorej dzieli on hakerow na wykorzystujacych znane
luki w systemie, hobbystow oraz uzytkownikow sieci
lokalnej. Odnoszac ja do uzyskanych wynikoéw, badani
nalezeli do dwoch pierwszych grup wedtug typologii
Chiesa, czyli 0os6b o umiejetnosciach do dokonywania
atakow opartych na upowszechnianych btgdach syste-
mow (neofici) oraz tych, ktorzy potrafiag tworzy¢ wilasne
narzgdzia, a ich ataki sg bardziej zréznicowane, przy tym
haking stanowi ich wieloletnig pasje (clita).

Wyrdznione grupy roznia si¢ od siebie pod wzgledem
wiedzy o jezykach programowania, systemach operacyj-
nych oraz zasadach funkcjonowania sieci. W tych trzech
kategoriach wykazano najwicksze dysproporcje. Zapro-
ponowana przez Rogersa [11, 12] typologia potwierdza
przyjete tezy, jednak obejmuje szersze zagadnienie zwig-
zane takze z motywacja. Wyrdznienie grup wskazuje
takze na fakt, iz ewolucji ulega nie tylko sam Internet

w jego aspekcie technicznym, lecz takze jego uzytkow-
nicy, nawet tak specyficzni w swoim sposobie dziatania,
jak hakerzy. W poczatkowym okresie historii hakingu
traktowano ich jako jednolita grupe, podczas gdy obecny
rozwdj technik informacyjnych pozwala na wyrdéznienie
wsrdd nich 0s6b 0 wyzszym i nizszym poziomie zaawan-
sowania, co skutkuje ich sposobem zachowania si¢ w sie-
ci. OczywiScie mozliwy jest p6zniejszy ,,awans” osoby
z grupy nizszej do wyzszej, jednak w opinii Chantlera [3]
dochodzi do tego w niewielu przypadkach. Warunkiem
przejscia z grupy neofitow do elity jest ciagte poszukiwa-
nie nowych wyzwan i poszerzanie wiedzy. Decydujaca
cecha osobowosci jest tu otwarto$é na doswiadczenia.
Nowe umiejetnosci powoduja poszukiwanie adekwat-
nych zadan, co powoduje ciggly wzrost zainteresowania
zagadnieniami hakingu i wiedzy z tego zakresu. Warun-
kuje to dopuszczenie do grupy elity [18]. Na potrzebg
podwyzszenia swojego statusu w hierarchii wskazuja
takze Chiesa, Ducci i Ciappi [4]. Wérod motywow hako-
wania badani wskazywali wlasnie ten powod.

Grupy réznig si¢ od siebie pod wzgledem umiejet-
nosci technicznych. Stanowi to kryterium doboru, zatem
rozbiezno$¢ w zakresie poshugiwania si¢ jezykami pro-
gramowania, systemami operacyjnymi oraz zagadnie-
niami dotyczacymi globalnej sieci komputerowej jest
zdecydowanie wyzsza w przypadku elity. Posiada ona
takze wyzsza wiedz¢ w zakresie baz danych oraz progra-
moéw graficznych. Oznacza to, ze wysokie umiejg¢tnosci
techniczne elity obejmujg nie tylko zagadnienia $cisle
zwigzane z hakingiem, lecz takze z szeroko rozumianym
oprogramowaniem. Wskazuje to na fakt, iz wiedza ogdl-
na z zakresu informatyki, jaka jest znajomos$¢ jezykow
programowania oraz systemow operacyjnych, skutkuje
takze wyzsza skutecznoscig i umiejetno$ciami w zakre-
sie szeroko rozumianego IT.

Zalezno$¢ ta tlumaczy takze wcze$niejsze rozwaza-
nia dotyczace opanowania pewnych programoéw w opar-
ciu o wspdlprace z innymi ludzmi. Nalezy tu wskazac¢
na fakt, iz zalezno$¢ ta pojawia si¢ wyltacznie w grupie
neofitdw, co oznacza, iz kontakt z innymi hakerami, by¢
moze poszukiwanie swego rodzaju mentora, sieganie do
ich wiedzy 1 doswiadczenia, stanowi jeden z niezbednych
elementow rozwoju technicznego tych osob. Wymaga to
jednak od nich wysokiej samooceny oraz wewnetrznego
umigjscowienia kontroli, ktéra zdaniem Chantlera [3],
wynika z duzych umiej¢tnosci technicznych. Potwier-
dzaja to takze Chiesa, Ducci i Ciappi [4], ktorzy zauwa-
zyli u czgsci swoich badanych che¢é zostania swego ro-
dzaju opiekunem osoby mniej doswiadczonej. Dodaja,
ze pierwsze osiggnigcia wynikaja z wlasnych do$wiad-
czen uzyskiwanych metoda prob i bledow, jednak zdo-
bycie bardziej zaawansowanej wiedzy wymaga pomocy
lepszych technicznie hakerdéw. Z tego wzgledu neofici
daza do tego rodzaju kontaktow, starajac si¢ konsultowac
swoje poczynania z bardziej do§wiadczonymi hakerami.
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Drugi problem badawczy zakladat roznice pomigdzy
badanymi grupami w obrebie cech osobowosci, kompe-
tencji spotecznych oraz uzaleznienia od Internetu. Zna-
lazt on czeg$ciowe wyjasnienie, gdyz grupy rdznily sie
w zakresie cech osobowosci, jednak nie stwierdzono
wynikow istotnych statystycznie w poziomie kompeten-
cji spotecznych i uzaleznienia od Internetu. Elit¢ cechu-
je nizszy poziom neurotycznos$ci, wyzsza otwarto$¢ na
doswiadczenia oraz sumienno$¢. W oparciu o literature
przedmiotu pozwala to wnioskowac o sposobie funkcjo-
nowania tych oséb w sieci. Osoby 0 wyzszej neurotycz-
nosci beda przejawiaty wigcej zachowan dazacych do
zachowania anonimowosci w sieci, ktore jednak — w po-
wigzaniu z niskimi umiej¢tnosciami technicznymi — nie
zawsze beda efektywne. Moga takze tworzy¢ wigcej
sieciowych tozsamosci, a nawet podszywac si¢ pod in-
nych uzytkownikow [2]. Rownoczesnie beda naduzywac
CMC (ang. computer mediated communication) i ceni¢
Jja wyzej niz komunikacj¢ bez posrednictwa Internetu [1].
Beda nadwrazliwe i impulsywne w dzialaniu, co moze
prowadzi¢ do popetniania bledoéw utatwiajacych ich uje-
cie przez organy $cigania.

Skuteczno$¢ i wysokie umiej¢tnosci techniczne moga
by¢ osiagnicte przez osoby z duzg ciekawoscia poznaw-
cza, zrbwnowazone emocjonalnie, przy tym zorganizo-
wane 1 wytrwale. Kluczowa cechg jest otwarto$¢ na do-
$wiadczenia, szczegoélnie za$ na jeden z jej elementow
— tolerancj¢ na nowos$¢ [5]. Skutecznos$¢ aktywnosci
hakerskiej wymaga ciaglego poszerzania wiedzy i zdol-
nosci do szybkiej adaptacji nowych technologii i metod
dziatania. Podobnie wnioski pojawiaja si¢ w badaniach
Chantlera [3], ktory stwierdzil wyzszy poziom krea-
tywnos$ci u 0séb nalezacych do elity. Sukcesy tej grupy
wigze on takze z ich wewnetrznym poczuciem kontroli.
Analogicznie uwazaja Voiskounsky, Babeva i Smyslova
[17], ktorzy opisywali badanag przez siebie grupg jako
osoby o duzej ciekawosci intelektualnej, duzym sprycie
i szybko uczace si¢. Podobnie uwazaja Chiesa, Ducci
i Ciappi [4], ktorych badani to osoby kreatywne, bystre,
a przy tym buntownicy i marzyciele. Do podobnych
wnioskdéw prowadzi analiza samoopisu hakerow, ktorzy
okreslali siebie jako dociekliwych i z jednej strony leni-
wych, z drugiej za$ zaangazowanych. Ten dualizm sta-
nowi prawdopodobnie kryterium réznicujace grupy [4].
Niewatpliwie otwarto$¢ na do§wiadczenia jest cechg klu-
czowa dla skutecznosci hakera. Rownocze$nie sukcesy
w hakingu wymagaja kompetencji oraz perfekcji, a takze
rozwagi w dziataniu [5]. Osoby o wyzszych umiejg¢tnos-
ciach technicznych uwaznie planuja swoje dziatania, sg
ostrozne, a przez to nie pozwalaja sobie na bledy. Potra-
fig przy tym dlugo czeka¢ na znalezienie luki w systemie,
ktéry w tym momencie probuja ztamaé. Za stuszny nale-
zy uzna¢ wniosek Chantlera [3], ktory twierdzi, ze klu-
czem do sukcesu w hakingu jest potaczenie kreatywnosci
i uporu w dazeniu do celu. Wedlug Costa i McRae [5],

osoby sumienne to przy tym osoby skrupulatnie prze-
strzegajace zasad moralnych.

Mozna takze postawi¢ hipotezg, iz cechy przeciwne
do posiadanych przez elit¢, a zatem lek przed relacjami
interpersonalnymi, brak potrzeby poszerzania swoich
umiejetnosci oraz nicobowigzkowos$¢ cechuje grupe
lameréw korzystajacych z cudzego oprogramowania
w celu wyrzadzenia jak najwigkszych szkdd w systemie
komputerowym ofiary.

Nie stwierdzono rozbieznosci w kompetencjach spo-
tecznych osob badanych, co oznacza, Ze nie sa one czyn-
nikiem réznicujacym grupy. Nalezy jednak przyjaé zato-
zenie, iz w powigzaniu z wynikami innych badan istnieja
réznice w sposobie uzywania Internetu przez cztonkow
poszczegodlnych grup. Wyzszy poziom neurotyzmu miat
zwigzek z rzadszym sigganiem po serwisy informacyjne
[1] oraz uzywaniem sieci do rozrywki [13]. Oznacza to
takze, ze obie grupy moga stosowac¢ socjotechniki jako
metode pozyskiwania kluczowych dla nich danych. Na-
lezy jednak podkresli¢, ze przecigtny poziom kompeten-
cji spotecznych pozwala wnioskowaé, iz dla tych osob
nie bedzie to gldowna metoda wtaman.

Uzyskane wyniki pozwolity na wyréznienie dwoch
grup — neofitdéw i elite. Ich cechy osobowosci pozostaja
w zgodzie z cechami podawanymi przez aktualng litera-
turg przedmiotu. Jak pokazujg przeprowadzone badania,
ich zréznicowanie polega jednak nie tylko na umiejgt-
nos$ciach technicznych, lecz rowniez cechach osobowo-
$ci, co pozwala, jak sugeruje Donato, wnioskowac o ich
sposobie zachowania si¢ w sieci, wybieranych celach,
stosowanych metodach, a nawet o skutecznosci ataku
[6]. Wydaje si¢, ze wiedza ta moze stanowic przestan-
ke do stworzenia profilu psychologicznego nieznanego
sprawcy przestgpstwa komputerowego, ktory pozwoli
zawezi¢ obszar jego poszukiwan, szczegdlnie w sytuacji
atakow z wewnatrz sieci.
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