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Abstract

The widespread use of photocopiers has made it necessary for documents examiners to find some method of linking questioned
documents to an individual photocopier. The examination of photocopied documents for the determination of their nature and
source includes physical and chemical analyses of the photocopies. The physical analysis includes examination of toner type,
toner fusion, the splattering effect of toner and defect marks on black photocopy samples. In the present study, photocopied
samples from sixty two photocopiers were examined for their physical characteristics under a stereomicroscope and were classi-
fied into fifty two groups. So, the examinations on the basis of physical characteristics proved to be very significant and useful

as they helped to achieve the aforementioned aim.
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1. Introduction

The use of photocopiers due to their speed, sim-
plicity, accessibility and low cost has made them very
convenient not only for legitimate but also for illegal
purposes. The most common crimes associated with
photocopied documents include fraud, terrorism, pass-
ing on secrets or confidential materials etc., which
provide a great advantage to criminals. Criminals pre-
fer to use photocopies because of the misconception
that photocopies are less prone to identification than
original documents. Therefore, Forensic Document
Examiners (FDEs) should be aware of the characteris-
tics of the photocopying process, in order to carry out
examinations of photocopied documents to determine
their source.

Photocopied documents are examined by compar-
ing class characteristics followed by careful evalua-
tion of identifying features. The classification of the

photocopied document is based on physical character-
istics such as paper type, toner type, toner application,
and fusion methods, followed by an examination of
the trash/defect marks, which develop over a period
of time due to use and abuse of the copier and serve
as the basis for identification [1, 2, 3, 4, 5, 7, 8§, 11,
12, 13].

In India, very little research work has been done
on the examination of photocopied documents, so this
study was carried out with the aim of determining the
source of black photocopied documents on the basis
of their physical characteristics. The physical analy-
sis included examination of toner type, toner fusion,
the splattering effect of the toner and defect marks on
black photocopy samples. The study encompassed ex-
amination of sixty two black photocopies under a ster-
eomicroscope for their physical characteristics.
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2. Materials and methods

2.1. Collection of black photocopied samples

Photocopied documents were collected from sixty
two photocopiers of twenty five different makes and
models (Table I). Photocopies were again collected
from the same photocopiers after a gap of one month
to check the consistency of results.

TABLE I. DESCRIPTION OF BLACK PHOTOCOPIED
SAMPLES
Sample Make and model of Type of toner used
code no. photocopiers
1 Canon NP3050 Xerox
2 Canon NP2020 Recon
3 Canon NP2120 Toner technology
4 Canon NP2020 Omni type
5 Canon NP2120 Wrap red
6 Canon NP3050 Toner technology
7 Canon NP2120 Recon
8 Canon NP6085 Silver foil
9 Alpha 6650 LG toner
10 Modi Xerox 1025 Toner supreme
11 Canon NP6085 Canon
12 Canon NP2120 Canon
13 Canon 6220 Ranck
14 Canon NP2120 Ranck
15 Ricoh DT 5200 Wet toner
16 Canon NP2120 Defamat
17 Canon MP 780 Wet toner
18 Ricoh 5350 Wet toner
19 Xerox 5837 Xerox
20 Canon NP2120 Defamat
21 Canon 3020 Z- Plus
22 Canon 3020 Z- Plus
23 Canon NP2120 Speed
24 Canon NP2020 Speed
25 Canon 3020 Tkon
26 Canon NP 125 Recon
27 Canon NP2020 Toner technology
28 Canon NP2120 LG toner
29 Canon NP3050 ITDL
30 Canon 6050 Silver foil
31 Canon NP3050 Silver foil
32 Canon NP3050 LG toner
33 Modi Xerox 1025 Toner supreme
34 Canon NP2120 Star toner
35 Ricoh 9215 Al wrapper
36 Canon NP2120 Toner XX

Sample Make and model of Type of toner used
code no. photocopiers
37 Canon 6060 ITDL
38 Canon 6060 ITDL
39 Canon 6060 ITDL
40 Canon 6060 ITDL
41 Canon 6060 ITDL
42 Canon 6060 ITDL
43 Canon NP4050 Canon
44 Canon NP 3825 Canon
45 Canon NP3050 Ikon
46 Toshiba 2030 Toshiba
47 Canon NP 6020 Geetanjli
48 Canon NP 3825 Odyssey
49 Canon NP 3030 Bharat toner
50 Canon NP 6020 ITDL
51 Canon NP2120 Bharat
52 Canon NP2120 Bharat
53 Canon NP 6020 Geetanjli
54 Canon NP 6020 Ganpati
55 Canon NP4050 Preet
56 Ricoh Aficio 1035 Ricoh
57 Kodak Image Source 50 ENCRE
58 Ricoh FT 5632 Ricoh
59 Konica 1015 Ricoh
60 Canon NP2120 Preet
61 Canon NP3050 Taneja
62 Canon NP4050 Taneja

2.2. Analysis of samples (physical examination of
black photocopies)

The sixty two collected samples were examined
4 x 40x%, and photographs were taken with an Olym-
pus Camedia-8080 (8 Mpx) digital camera. The photo-
copies were differentiated from each other on the basis
of physical characteristics produced on them during
their passage through the machine and the results were
tabulated (Table II-VII).

2.3. Toner type

Photocopied documents were categorized on the
basis of the type of toners used, that is, dry and wet
toners. Dry toners were characterized by the presence
of discrete particles and the glossy appearance of the
toners on the surface of paper (Figure 1a), while liquid
toners appeared to have dyed individual paper fibres
(Figure 1b) and were visible as a thin even coating,
through which paper fibres were observed.

Problems of Forensic Sciences 2013, vol. 94, 485-501
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TABLE II. CLASSIFICATION OF BLACK PHOTOCOPIED DOCUMENTS ON THE BASIS OF PHYSICAL

CHARACTERISTICS

Physical characteristics

Number of Percentage of Sample code no.

samples samples
Toner type Wet toner 3 4.8% 15,17, 18
Dry toner 59 95.2% 1-14, 16, 19-62
Toner fusion Radiant heat Method 50 80.6% 1-10, 12,13, 16, 19-25, 28, 31-49, 51-53, 55-57, 59-62
Heat and pressure 8 13% 11, 14, 27, 29, 30, 50, 54, 58
Cold pressure 1 1.6% 26
Blotter and air dry 3 4.8% 15,17, 18
Splattering All over the stroke 18 28.9% 3,4,5, 16,27, 34 to 36, 40, 43, 45-51, 53,
fofgeecrt ofthe b tom of stroke 17 27.4% 2,7,12, 13, 14, 20, 21-24, 28, 30, 31, 32, 54, 61, 62
Bottom and top of stroke 14 22.8% 6, 10, 26, 33, 37-39, 41, 42, 44, 52, 55, 59, 60
Left side of stroke 9.7% 1,8, 11,19, 57,58
Top of the stroke 3.2% 9,25
Left and right of stroke 1 1.6% 29
Left and bottom of stroke 1 1.6% 56
No splattering effect 3 4.8% 15,17, 18

TABLE III. CLASSIFICATION OF BLACK PHOTOCOPIED DOCUMENTS ON THE BASIS OF DEFECT MARKS

Trash marks

Number of Percentage of Sample code no.

samples samples
Trash marks  Glass platen marks 5 8.1% 6, 44-46, 57
Drum defect marks 4 6.5% 48, 56, 58, 61
Roller defect marks 9 14.6% 18,19, 32, 34, 38, 39, 42, 50, 54
Both glass and drum defect marks 20 32.3% 3,4,7,9, 11-14, 16, 20, 22-24, 26, 27, 28, 35,
36, 59, 60
Both drum and roller defect marks 3.2% 41,49
Both glass and roller defect marks 2 3.2% 37,40
All types of defect marks 11.2% 10, 21, 33,47, 51-53
Without trash marks 13 21.9% 1,2,5,8, 15,17, 25,29-31, 43, 55, 62

TABLE IV. DIFFERENTIATION OF BLACK PHOTOCOPIED SAMPLES ON THE BASIS OF GLASS PLATEN MARKS

Sample code no. No. of defects Distance from the top Location on the page  Shape Size
3 One 18.2 cm Left side Semicircle 0.05 cm
4 Three 27.7 cm Right side Wavy 0.4 cm
27.6 cm Right side V shaped 0.15 cm
27.6 cm Right side Semicircle 0.2 cm
6 One 11.7 cm Left side Rounded Dot Can’t be calculated
Shaped
7 Two 1.6 cm Right side Rounded Dot Can’t be calculated
2.2 cm Right side
9 Three 5.2 cm Right side Elliptical dot 0.1 cm
12 cm Right side Oval dot 0.05 cm
15.8 cm Right side Round dot

Problems of Forensic Sciences 2013, vol. 94, 485-501
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Sample code no. No. of defects Distance from the top Location on the page  Shape Size
10 Two 20.9 cm Right side Comma shaped 0.1 cm
27.2 cm Right side Comma shaped 0.1 cm
11 One 11.4 cm Right side Oval dot Can’t be calculated
12 One 25.8 cm Right side Rounded dot Can’t be calculated
13 One 25.1 cm Left side Rounded dot Can’t be calculated
14 One 6.8 cm Right side Comma shaped 0.2 cm
16 One 8.2 cm Left side Oval dot Can’t be calculated
20 Three 5cm Left side Oval dot 0.05 cm
53 cm Right side Triangle dot 0.05 cm
19.5 cm Right side Triangle dot 0.05 cm
21 Two 53 cm Top Rounded dot 0.1 cm
28.6 cm Centre Oval dot 0.1 cm
22 One 1.5cm Right side Arrow Head 0.1 cm
23 One 16.6 cm Right side Tetragonal 0.1 cm
24 One 12.5 cm Right side Small line 0.05 cm
26 One 14.1 cm Centre Oval dot 0.1 cm
27 One 4 cm Right side Curved line 0.2 cm
28 One 12.3 cm Right side Oblique lines 0.2 cm
33 Two 39cm Right side Oval dot 0.05 cm
3.5cm Centre Oblique line 0.5cm
35 One 29cm Left side Oval dot 0.15cm
36 One 8.7 cm Right side Oval dot 0.05 cm
37 One 14.7 cm Left side Curved line 0.6 cm
40 One 11.9 cm Centre Three irregular dots  0.35 cm
44 One 20 cm Left side Tetragonal dot 0.05 cm
45 Two 254 cm Centre Oval dot 0.05 cm
8.1 cm Right side Elongated dot 0.15cm
46 One 8 cm Right side Small dot Can’t be calculated
47 One 6.1 cm Right side Two irregular dots  0.35 cm
51 Two 3.9 cm Left side Oblique line 0.4 cm
10.9 cm Right side Oblique line 0.11 cm
52 One 0.05 cm Centre X shaped 0.3 cm
53 One 16.2 cm Centre Semicircle 0.15cm
57 Two 9.8 cm Right side Oval dot 0.05 cm
13.7 cm Rounded dot Can’t be calculated
59 One 1.6 cm Centre Vertical line 0.3 cm
60 One 22.9 cm Left side Small dot 0.05 cm

TABLE V. DIFFERENTIATION OF BLACK PHOTOCOPIED DOCUMENTS ON THE BASIS OF DRUM DEFECT MARKS

Sample code no.

Location on the page

Shape of the defect

Size of the defects

Circumference of drum

3
4
7
9
10
11
12

Left side

Right side

Left and right side
Left side

Right side

Right side

Right side

Horizontal line

Horizontal line

Patch of vertical lines

Triangle
Horizontal lines
Rounded dot

Three oval dots

3cm

0.45 cm

0.9 cm

0.15cm

2 cm

Can’t be calculated
0.2 cm
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Sample code no.  Location on the page Shape of the defect Size of the defects Circumference of drum
13 Right side Rounded dot Can’t be calculated 9.4 cm
14 Right side Rounded dot Can’t be calculated 9.4 cm
16 Right side Oval dot 0.05 cm 9.4 cm
20 Right side Rounded dot Can’t be calculated 9.4 cm
21 Right side Curved line 0.2 cm 9.4 cm
22 Right side Oval dot 0.1 cm 9.4 cm
23 Left side Rectangular 1.1 cm 9.4 cm
24 Left side Two irregular dots 0.15cm 9.4 cm
26 Left side Oval dot 0.05 cm 9.4 cm
27 Right side Oblique line 0.2 cm 9.5 cm
28 Centre Irregular dot 0.1 cm 9.5 cm
33 Right side Horizontal line 0.5 cm 15.2 cm
35 Right side Rounded circle 0.3 cm 242 cm
36 Left side Horizontal line 6.2 cm 10.1 cm
41 Left side Two dots 0.6 cm Can’t be calculated
47 Left side Horizontal line 0.7 cm 9.8 cm
48 Left side 8-shaped 0.7 cm 25 cm
oblique line 0.25 cm
49 Right side Two dots 0.15 cm 25.2 cm
51 Right side Rounded dot Can’t be calculated 9.4 cm
52 Right side Horizontal line 2.1 cm 9.4 cm
53 Left side Three pairs of oval dots 0.8 cm 9.3 cm
making a triangle.

Right side Five vertical lines 0.35 em
56 Right side Horizontal line 5cm Can’t be calculated

Left side Horizontal line 9.6 cm
58 Centre Oblique line with dot 0.7 cm 18.9 cm
59 Right side Two vertical lines 0.2 cm 18.7 cm
60 Left side Oblique line 0.8 cm 9.4 cm
61 Left side Thick vertical line 0.5 cm Can’t be calculated

TABLE VI. DIFFERENTIATION OF BLACK PHOTOCOPIED DOCUMENTS ON THE BASIS OF FUSION ROLLER DEFECT
MARKS

Sample code no.  No of vertical defects Name of vertical defects Distance between defects

10 Two RV1, RV2 8.8 cm
18 Three RV1, RV2 2 cm
RV2, RV3 9cm
19 Two RV1, RV2 6.4 cm
21 Three RV1, RV2 5.4 cm
RV2, RV3 2.9 cm
32 Two RV1, RV2 12.6 cm
33 Two RV1, RV2 0.5 cm
34 Four RV1, RV2 8.5cm
RV2, RV3 2.9 cm
RV3, RV4 4.1 cm

Problems of Forensic Sciences 2013, vol. 94, 485-501
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Sample code no.  No of vertical defects

Name of vertical defects

Distance between defects

37 Three RV1, RV2 3.8cm
RV2,RV3 7.1 cm
38 Three RV1, RV2 5.9 cm
RV2, RV3 8.3 cm
39 Two RV1, RV2 13.6 cm
40 One RVI From left side — 14.4 cm
From right side — 6.6 cm
41 One RV1 From left side — 13 cm
From right side — 8 cm
42 Two RV1, RV2 5.7 cm
47 One RV1 From left side — 16.7 cm
From right side — 4.4 cm
49 One RVI From left side — 2.1 cm
From right side — 19.8 cm
50 Two RV1, RV2 18.9 cm
51 One RV1 From left side — 12.1 cm
From right side — 9 cm
52 One RV1 From left side — 1.4 cm
From right side — 20.2 cm
53 One RV1 From left side — 6.4 cm
From right side — 14.3 cm
54 Two RV1, RV2 1.2 cm

RV1 — First roller vertical line from left side; RV2 — second roller vertical line from left side; RV3 — third roller vertical line from left

side; RV4 — Fourth roller vertical line from left side.

TABLE VII. DESCRIPTION OF RESIDUAL TONER IMPRESSIONS PRESENT ON BLACK PHOTOCOPIED DOCUMENTS

Residual toner impressions Number of Percentage

Sample code no. / location of residual toner

samples of samples

Not visible with naked eye 10 16.1% 1,2, 20, 22, 25, 38, 42, 45, 55, 62

Visible with ~ Impression of letters 2 3.3% 15/B, 47/between two lines

nakedeye  p o oesion of lines 27 43.5% 4/T, 10/B, 13/All over, 14/L, 17/R, 18/R, 19/T, 21/B, 23/L, 24R,
26/L, 28/C, 29/L, 31/L, 32/L, 33 / all over the page, 34/R, 35,
36/T, 44/C, 48 / blackening, 49 / blackening at left side, 51/L,
52/R, 54/L, 60/L, 61

Impression of spots 23 37.1% 3,5-9, 11, 12, 16, 27/B, 30, 37, 39, 4041 / all over the page, 43,

46, 50, 53, 56-59

L — left side; R — right side; C — centre; T — top; B — bottom.
2.4. Fusion methods

The final stage of the copying process includes fu-
sion of the toner to the paper surface to form a per-
manent copy. Different photocopiers use different
toner fusion methods which have a marked effect on
the final appearance of the toner on the paper surface.
This characteristic was utilized to further classify the
photocopied samples. In the cold pressure method, dry
toner is fused to the document by creating pressure by
a roller on it. The surface of the photocopies is char-
acterised by a fully matte appearance and by the fact
that the toner (appearing on the surface of photocop-
ies) can easily be removed from the paper by scrap-
ing (Figure 2a). In the case of application of the heat

and pressure method, the melted toner particles have
an overall compact appearance due to application of
aroller (Figure 2b); the radiant heat method is char-
acterised by a glossy, bubbly appearance of the melted
toner (Figure 2¢). Blotter or air dry methods (Figure
2d) are used for liquid toners [4, 7, 8, 11, 12].

2.5. Splattering effect of the toner

Application of toners on the latent image present
on the drum also causes a splattering effect of the toner
particles on the edges of the strokes. This feature was
used in the present study for further classification of
the photocopies (Figure 3a—3h). The first group com-
prises samples which show splattering of the toner all

Problems of Forensic Sciences 2013, vol. 94, 485-501
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2c

Fig. 2a— cold pressure toner fusion method (4 x 40x); Fig. 2b: heat and pressure toner fusion method (4 x 40x); Fig. 2c —radiant
heat toner fusion method (4 x 40x); Fig. 2d: blotter or air dry toner fusion method (4 x 40x).

Problems of Forensic Sciences 2013, vol. 94, 485-501
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around the stroke (Figure 3a); the second group in-
cludes samples where the splattering effect of the toner
has been observed at the bottom of the stroke (Figure
3b); the third group is characterised by a splattering
effect of the toner at the bottom and top of the edge of
the stroke (Figure 3c). The 47" groups include sam-
ples exhibiting a splattering effect of the toner on the
left side of the stroke (Figure 3d), top of the stroke
(Figure 3e), left and right of the stroke (Figure 3f), and
left and bottom of the stroke (Figure 3g) respectively.
Group eight includes samples which do not show any
splattering effect of the toner (Figure 3h).

2.6. Trash marks

The photocopied documents were examined for
the presence of trash marks, which originate either
from scratches present on glass platen, photosensitive
drum and fusing rollers or due to the impressions of
residual toners. Permanent trash marks are generated
consistently on produced copies until the defective
component of the machine is replaced and therefore
have good evidential value. Glass platen marks are
permanent and reproduce on the page in the same posi-
tion. Drum defect marks are either repeated on a single
copy at different positions or these marks are repro-
duced, with their position migrating from one copy to
another depending on the circumference of the drum.
From the repetition of the drum defect marks, the se-
quence of the pages was also determined. Fusion roller
defect marks appeared on the surface of the paper in
the form of indentations of the roller. Impressions of
residual toner appeared in the form of impressions of
letters, lines and spots if excessive toner on the drum
was not removed fully by brush before re-use [1, 2, 3,
5,9,10, 12, 13].

3. Results and discussions

The classification of a photocopied document is
based on physical characteristics such as paper type,
toner type, toner application, magnetic properties,
marks and fusion methods [4, 5, 7, 8, 13]. The trash/
defect marks, which develop over a period of time by
use and abuse of the copier are very useful and serve
as a basis for identification. These include glass platen
marks, drum defect marks, fusing roller marks, residu-
al toner impressions etc. [1, 2, 5, 8, 11, 13]. Therefore,
black photocopied documents were classified on the
basis of their physical characteristics to achieve the
objective.

3.1. Toner type

Sixty two samples were categorised into two class-
es on the basis of the type of toners used. Only three
(4.8%) samples used liquid toners for the production
of photocopies, whereas the remaining 59 (95.2%)
samples showed characteristics of a dry toner (Table
I0).

3.2. Fusion methods

On the basis of the above characteristics, sixty two
samples were categorized into four classes (Table II),
out of which the largest number of photocopiers used
the radiant heat method (80.6%) to fuse the toner par-
ticles to the paper surface. The results are in accord-
ance with earlier studies [4, 7, 8, 11].

3.3. Splattering effect of the toner

The photocopies were further classified into 8 class-
es (Table II) on the basis of the splattering effect of the
toner. The first group comprises the largest number of
samples (i.e. 28.9%), which show splattering of the
toner all over the stroke (Figure 3a), followed by the
second group (27.4%), where the splattering effect of
the toner was observed at the bottom of the stroke (Fig-
ure 3b) and the third group (22.8%), with the splatter-
ing effect at the bottom and top of the edge of the text
(Figure 3c). It was observed that the splattering effect
of the toner was uni-directional and reproducible, as
all the copies taken from the same machine at different
intervals of time showed similar results. So this physi-
cal characteristic was found to have good evidential
value and was thus used for further classification of
the photocopies. Gilmour [6] used the splattering ef-
fect to differentiate photocopies from laser printouts,
but no report is available where this characteristic has
been used to classify photocopies.

3.4. Trash marks

The photocopied samples were examined for the
presence of various trash marks and the results were
tabulated (Table III). From the table, it is clear that
49 (79.1%) samples show the presence of different
types of trash marks. Out of these 5 (8.1%) samples
show glass platen marks only, 4 (6.5%) samples reveal
only drum defect marks and 9 (14.6%) samples dis-
play only roller defect marks present on their surface.
However, both glass and drum marks were observed
on 20 (32.3%) samples, both drum and roller marks
were observed on 2 (3.2%) and both glass and roller

Problems of Forensic Sciences 2013, vol. 94, 485-501
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Fig. 3a — splattering of toner all over the stroke (4 % 40x); Fig. 3b — splattering of toner at the bottom of the stroke (4 x 40x);
Fig. 3¢ — splattering of toner on the bottom and top side of the stroke (4 x 40x); Fig. 3d — splattering of toner on the left side of
the stroke (4 x 40x); Fig. 3e — splattering of toner on the top side of the stroke (4 x 40x); Fig. 3f — splattering of toner on the
left and right side of the stroke (4 x 40x%); Fig. 3g — splattering of toner on the left and at the bottom of the stroke (4 x 40x);

Fig. 3h — no splattering of toner around the stroke (4 x 40x).

marks on 2 (3.2%) samples, whereas all three types of
marks were noticed on 7 (11.2%) samples (Table III).

In order to differentiate photocopies from each
other, these defect marks were studied separately and
the results were tabulated (Table IV-VII). It is evident
(Table IV) that glass platen marks were observed in 34
(54.8%) samples. These marks repeat in the same po-
sition on all the photocopied samples collected at three
different time periods (Figure 4). These marks were
differentiated from each other on the basis of their
number, position, shape and size on the photocopied
documents (Figure 5). These marks help to differen-
tiate samples. Earlier studies are also in accordance
with these results [12, 13].

Drum defect marks, resulting from faults on the
photosensitive drum, were printed on the document at
each drum revolution. They were found on the surface
of 33 (53.2%) samples (Table V) and differed from
each other on the basis of different shape and size,
thereby differentiating all the 33 photocopied samples
from each other. Drum defects were printed in a verti-
cal line and are positioned at the same distance across
the page for each printout (Figure 6). Repetition of
these marks was used in determination of the sequence
of the pages. Most of the photocopiers used a photo-
sensitive drum of circumference 9.4 cm (£ 0.1 cm)
or 25 cm (£ 0.1 cm). In the case of circumference of
drum of 25 cm, spacing between printing drum marks

Problems of Forensic Sciences 2013, vol. 94, 485-501
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between consecutive pages would always be either
5 c¢cm or 30 cm but not 25 cm, because 20 cm of the
drum circumference moves without printing between
two consecutive pages. That is, if the defect is posi-
tioned on the 20 cm (part) of the drum circumference
which is not used for printing, the distance between the
printed defects on consecutive pages would be 30 cm
(i.e. 25 cm + remaining 5 cm of the complete drum
revolution) and if the drum mark is not on the drum,
then the spacing between defects on consecutive pages
would be 5 cm (i.e. the remaining distance of a com-
plete drum revolution). So it was observed that the po-
sition of drum faults on separate sheets of paper could
also be used to determine the order in which pages
were produced on a photocopier. When the pages
were printed individually rather than continuously, no
pattern was identified in the spacing of defect marks
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Fig. 6. The same drum defect marks produced on three photocopies from the same photocopier.

between printed sheets, therefore sequencing of the
pages is not possible. Similar results were observed
on photocopies collected at different intervals of time.
Arbounine and Day [1] also stated that drum defect
marks were used in sequencing of pages.

Fusingroller defect marks were observed in20 sam-
ples (32.2%). 6 out of 20 (30%) samples showed just
one vertical roller line and 14 (70%) samples revealed
two or more than two vertical fusing roller lines (Table
VI, Figure 7). The distance between any two of these
vertical indentations was used to link the photocopied
documents to the fusing roller of the photocopier [5].
This type of characteristic lacks individuality; how-
ever, it helps in classifying the samples into different
groups. Gerhart [5] and LaPorte [9] also reported that
when this characteristic was examined thoroughly,

it would greatly reduce the number of suspect copi-
ers, but it should not be considered unique to a single
machine. However, in conjugation with other trash
marks this characteristic would strongly suggest that
the questioned document had been in physical contact
with a given photocopy machine.

Residual toner impressions on photocopies in the
form of impressions of letters, lines and spots were
observed in 52 (83.9%) samples. These impressions
were differentiated on the basis of nature, size and lo-
cation (Table VII, Figure 8). Impressions due to spots
or lines were not observed on every copy from the
same machine. So, these types of defects were found
to be transitory in nature as they are usually rectified
during servicing of the machine [13].
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Fig. 7. The same type of roller defect marks on three photocopies from the same photocopier.

4. Conclusion

In the present study, 62 photocopied samples were
classified into two groups on the basis of toner type,
into four groups on the basis of toner fusion, and the
splattering effect of the toners further divided them
into eight groups. Photocopies from photocopiers of
the same make and using the same type of toner were
classified together. Forty nine samples were identified
by different types of trash marks. However, when all
physical characteristics were considered collectively,
fifty two out of sixty two black photocopy samples
were differentiated fully. Therefore, consideration of
all physical characteristics collectively is the best ap-
proach for high discrimination, as the results of the
present study are quite significant and appreciable.
Totty [11] also suggested that a proper approach to
solving any problem is considering all the possible av-
enues for examination.
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ANALIZA CECH FIZYCZNYCH KSEROKOPII DOKUMENTOW

1. Wstep

Kserokopie dokumentdéw posiadaja szerokie zastoso-
wanie ze wzgledu na fakt, iz moga by¢ uzyskane szybko,
fatwo i niskim kosztem. Powoduje to, Ze s3a one uzywane
nie tylko w sposob legalny, ale rowniez w celach prze-
stepczych. Oszustwa, ujawnianie niejawnych lub tajnych
materiatéw oraz terroryzm to przestepstwa, kiedy naj-
czesciej wykorzystuje si¢ kserokopie dokumentow. Prze-
stepcy sa bowiem blednie przekonani, ze trudniej jest
wykazaé, ze sa one podrobione, niz w przypadku postu-
giwania si¢ oryginalnymi dokumentami. Wazne jest, aby
biegly analizujacy kserokopie znal szczegdély procesu
ich wykonywania, szczeg6lnie w przypadku, gdy nalezy
okresli¢ zrodto pochodzenia dokumentu.

Kserokopie dokumentéw analizuje si¢ w ten sposob,
ze porownuje si¢ cechy charakterystyczne ujawnione
na porownywanych dokumentach oraz ocenia wartos¢
dowodowg ustalonego podobienstwa tych cech. Ksero-
kopie dokumentéw klasyfikuje si¢ na podstawie okre-
$lenia rodzaju papieru, na ktéorym je wykonano, rodzaju
uzytego tonera, zastosowanej metodzie taczenia tonera
z papierem oraz informacji o uszkodzeniach, ktére po-
wstaty podczas eksploatacji kserokopiarki. Dane te moga
dostarczy¢ rowniez podstaw do identyfikacji urzadzenia
uzytego do wykonania analizowanej kserokopii [1, 2, 3,
4,5,7,8,11, 12, 13].

W Indiach dotychczas bardzo niewiele badan dotyczy-
fo analizy kserokopii dokumentow. Aby zapetni¢ te luke
przeprowadzono badania, w ramach ktérych sprawdzo-
no, czy mozna ustali¢ zrodlo pochodzenia czarno-biatych
kserokopii dokumentéw na podstawie analizy ich cech
fizycznych. W czasie badan analizowano rodzaj uzytego
tonera, typ zastosowanej metody taczenia tonera z papie-
rem, charakter rozproszenia tonera wokét wydrukowane-
go znaku oraz $lady widoczne na kserokopii, a zwigzane
z uszkodzeniami elementow roboczych kserokopiarki,
ktére powstaty w trakcie jej eksploatacji. W badaniach
analizowano szesc¢dziesiat dwie czarno-biate fotokopie,
wykorzystujac mikroskop stereoskopowy.

2. Materialy i metody
2.1. Zbior czarno-biatych kserokopii

Za pomocg dwudziestu pieciu kserokopiarek wy-
produkowanych przez réznych producentéw i repre-
zentujacych réozne modele uzyskano sze$édziesiat dwie
kserokopie dokumentéw (tabela I). W celu sprawdzenia
powtarzalnosci uzyskanych rezultatow, kserokopie do-

kumentéw byly wykonywane za pomoca tych samych
urzadzen po uplywie jednego miesiaca.

2.2. Analiza probek — ustalanie cech fizycznych
czarno-biatych kserokopii

Za pomocg mikroskopu stereoskopowego SZX7 przy
powigkszeniu 4 x 40%x analizowano sze$Cdziesigt dwie
kserokopie. Zdjecia (prezentowane rowniez na rycinach
w tym artykule) wykonano z wykorzystaniem aparatu
Olympus Camedia-8080 (rozdzielczos¢ 8 MPx). Ksero-
kopie byty rozréznianie mi¢dzy soba na podstawie ujaw-
nionych na nich cechach fizycznych charakterystycznych
dla zastosowanej kserokopiarki, a rezultaty wykonanych
badan zebrano w tabelach II-VII.

2.3. Typ toneru

Na podstawie typu uzytego tonera, tj. czy byl to tzw.
suchy czy mokry toner, przypisywano kserokopie doku-
menté6w do wspomnianych dwoch kategorii. Suche tone-
ry rozpoznawano na podstawie obecnosci pojedynczych
czasteczek tonera na powierzchni papieru oraz jego 1$nia-
cym wygladzie na powierzchni papieru (rycina 1a). Nato-
miast mokre tonery rozpoznawano po tym, ze pokrywaty
wtokna papieru rowna i cieka warstwa (rycina 1b).

2.4. Metody taczenia tonera z powierzchnig papieru

Ostatni etap procesu wykonywania kserokopii to po-
Iaczenie tonera z powierzchnig papieru w celu uzyskania
trwatej kopii. Rozne kserokopiarki uzywaja réoznego ro-
dzaju technik ich taczenia. Zastosowana metoda ma de-
cydujacy wptyw na to, jak ostateczniec wyglada toner na
powierzchni papieru i dlatego tez ta cecha byta réwniez
brana pod uwage w celu klasyfikacji kserokopii. W jedne;j
z metod (ang. cold pressure method) suchy toner taczony
jest z papierem poprzez nacisk, jaki wytwarza watek na
papier. Powierzchnia uzyskanej fotokopii charakteryzuje
si¢ matowym wygladem tonera na powierzchni papieru
oraz tym, ze moze by¢ on latwo usunigty z powierzchni
papieru przez zdrapanie (rycina 2a). Stopione czasteczki
tonera (rycina 2b) widoczne s3 na powierzchni papieru
w przypadku zastosowania metody wykorzystujacej za-
réwno ciepto, jak i nacisk wytwarzany przez walek na
papier. Stopiony toner w postaci btyszczacych baniek
(rycina 2c¢) obserwuje si¢ po zastosowaniu metody wy-
korzystujacej ogrzewanie radiacyjne (ang. radiant and
heat metod). W przypadkow ciektych tonerow stosuje si¢
metod¢ suszenia powietrzem w celu taczenia ich z po-
wierzchnig papieru (rycina 2d).
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2.5. Rozpraszanie czasteczek tonera wokot
wydrukowanego znaku

Stabo widoczny wzor wystepujacy na begbnie odpo-
wiedzialny jest za efekt rozproszenia czasteczek tonera
na brzegach wydrukowanych znakéw. Ta cecha rowniez
zostata wykorzystana do klasyfikacji kserokopii (ryciny
3a—3h). Do 1. grupy zaliczono kserokopie, ktore wyka-
zywaly rozproszenie tonera wokot catego znaku (rycina
3a), do 2. probki, gdzie rozproszenie tonera obserwowa-
no na spodzie znaku (rycina 3b). 3. grupa charakteryzo-
wat si¢ tym, Ze rozproszenie tonera obserwowano zarow-
no na spodzie, jak i gérze wydrukowanego znaku (rycina
3¢). Grupy 4-7 charakteryzowaly si¢ wystegpowaniem
czasteczek rozproszonego tonera odpowiednio po lewe;j
stronie wydrukowanego znaku (rysunek 3d), u gory wy-
drukowanego znaku (rycina 3e), zardbwno po lewej i pra-
wej stronie wydrukowanego znaku (rycina 3f), zaréwno
po lewej stronie jak i na spodzie wydrukowanego znaku
(rycina 3g). 8. grupa zawierata probki, ktore nie wykazy-
waly efektu rozproszenia tonera wokét wydrukowanego
znaku (rycina 3h).

2.6. Inne $lady

Na kserokopiach dokumentéw, poddanych badaniu,
wystepowaly rowniez $lady, ktore powstaty wskutek
wystegpowania rys na szklanej plycie kserokopiarki, na
powierzchni fotoczulego bebna i watkach utrwalacza
termicznego oraz wskutek odwzorowania pozostatosci
tonera na bebnie. Trwate uszkodzenia elementéw robo-
czych kserokopiarki generuja §lady na kserokopiach az
do momentu, gdy ta cze¢$¢ kserokopiarki nie zostanie
wymieniona. Dlatego posiadajg one istotng warto$¢ do-
wodowa. Przyktadem tego rodzaju sladow sa $lady zwia-
zane z uszkodzeniami szklanej ptyty, ktore sg reprodu-
kowane w tym samym miejscu na kserokopiach. Efekty
zwigzane z uszkodzeniem bgbna sg powielane na ko-
piach w réznych miejscach, a czgstos¢ ich pojawiania si¢
zalezy od obwodu watka. W prezentowanych badaniach
analizowano réwniez uszkodzenia walkéw utrwalacza
termicznego odwzorowujace si¢ na powierzchni papieru
w formie smug. Natomiast jezeli nadmiar tonera na beb-
nie nie byt z niego usuwany w petni przez szczotke, to
jego pozostatosci pojawiaty si¢ na kserokopii w formie
stabo widocznych liter, linii i plam [1, 2, 3, 5, 9, 10, 12,
13].

3. Rezultaty i dyskusja

Z literatury przedmiotu wynika, ze dotychczas kse-
rokopie dokumentoéw klasyfikowano, opierajac si¢ na
informacji o rodzaju uzytego papieru, rodzaju zastoso-
wanego tonera (w tym o jego wiasciwosciach magne-

tycznych), znakach szczegdlnych oraz zastosowanej me-
todzie taczenia tonera z powierzchnig papieru [4, 5, 7,
8, 13]. Slady uszkodzen widoczne na kserokopii, a ktore
zwigzane sa z uszkodzeniami kserokopiarki powstatymi
wskutek jej eksploatacji, dostarczaja bardzo uzytecznej
informacji bedacej podstawa do identyfikacji zastoso-
wanej kserokopiarki. Wérod nich nalezy wymieni¢ $lady
zarysowan na ptycie szklanej kserokopiarki, uszkodzenia
bebna, uszkodzenia watka utrwalacza termicznego oraz
slady pozostatosci tonera na fotoczutym bebnie [1, 2, 5,
8, 11, 13]. Dlatego tez te wlasnie cechy wykorzystano
w celu rozwigzania problemu klasyfikacji czarno-bia-
tych kserokopii dokumentow.

3.1. Typ tonera

Sze$cdziesiat dwie kserokopie zaszeregowano do
dwoch klas na podstawie typu zastosowanego tonera.
Tylko trzy z nich (4,8%) powstaty, gdy zastosowano cie-
kty toner, a pozostate 59 kserokopii (95,2%) uzyskano,
gdy zastosowano suchy toner (tabela II).

3.2. Metoda taczenia

Szescdziesigt dwie kserokopie podzielono na cztery
klasy, biorac pod uwagg, jaka metoda faczony byt toner
z powierzchnig papieru (tabela II). Najwigckszg liczbe
kserokopii uzyskano z zastosowaniem kserokopiarek,
w ktorych uzyto metody wykorzystujacej ogrzewanie
radiacyjne (80,6%) do taczenia czasteczek tonera z po-
wierzchnig papieru. Wyniki te sa zgodne z opublikowa-
nymi badaniami [4, 7, 8, 11].

3.3. Efekt rozproszenia tonera

Kserokopie zaszeregowano do osmiu klas (tabela II)
na podstawie analiz efektu rozproszenia tonera wokot
wydrukowanego znaku. W najliczniejszej grupie zawie-
rajgcej wickszo$¢ analizowanych kserokopii (tj. 28,9%)
rozproszenia tonera obserwowano dookota wydrukowa-
nego znaku (rycina 3a). Druga najczgsciej obserwowa-
na grupg byla taka (27,4%), w ktorej efekt rozproszenia
tonera byt obserwowany tylko na dole wydrukowanego
znaku (rycina 3b). W trzeciej grupie (22,8%) efekt roz-
proszenia obserwowany byl zaréwno na dole, jak i na
gbérze wydrukowanego znaku (rycina 3c). Stwierdzono,
ze efekt ten jest staly i powtarzalny dla danej kseroko-
piarki. Tym samym ta cecha fizyczna ma duza wartos¢
dowodowg i moze by¢ stosowana w przypadku klasyfi-
kowania/rozrézniania kserokopii. Gilmour [6] w swoich
badaniach rowniez uwzglednit informacje dotyczace
efektu rozproszenia tonera wokot wydrukowanego znaku
w celu rozroznienia wydrukéw uzyskiwanych za pomo-
cg drukarek laserowych. Nie zastosowat jednak tej cechy
w celu ich klasyfikacji.

Problems of Forensic Sciences 2013, vol. 94, 485-501
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3.4. Inne $lady

Kserokopie analizowano rowniez pod katem obecno-
$ci na nich réznego rodzaju $ladow powstatych glownie
wskutek wystepowania trwatych uszkodzen elementow
roboczych kserokopiarek. Rezultaty tych badan zebrano
w tabeli I1I. Wynika z nich, ze na 49 kserokopiach (79,1%)
stwierdzono wystepowanie takich sladow. Wsrod nich na
5 kserokopiach (8,1%) stwierdzono $lady zwigzane wy-
lacznie z uszkodzeniami szklanej plyty kserokopiarki.
Na 4 kserokopiach (6,5%) stwierdzono $lady zwigzane
wylacznie z uszkodzeniami bgbna, a na 9 kserokopiach
(14,6%) wystapity tylko $lady uszkodzen watka. Ponadto
jednoczesnie wystepujace Slady uszkodzen ptyty szkla-
nej i b¢bna zaobserwowano na 20 kserokopiach (32,3%),
a na 2 kserokopiach (3,2%) wystgpowaly jednoczesne
slady uszkodzen bebna i watka. W 2 kserokopiarkach
(3,2%) stwierdzono jednoczesne wystgpowanie $ladow
uszkodzen ptyty szklanej i waltka. Z kolei wszystkie trzy
rodzaje uszkodzen wystapity na 7 kserokopiach (11,2%).
Szczegodtowe wyniki przedstawiono w tabeli I11.

Wymienione wczesniej rodzaje uszkodzen byty
réwniez analizowane pod katem wykorzystania ich do
rozrézniania kserokopii. Rezultaty zebrano w tabelach
IV-VIIL. Z tabeli IV wynika, ze $lady widoczne na kse-
rokopiach zwiazane z tylko uszkodzeniami szklanej
plyty fotokopiarki zaobserwowano w przypadku 34 kse-
rokopii (54,8%). Slady te wystepowaty w tym samym
miejscu na wszystkich kopiach uzyskanych w réznych
odstepach czasu (rycina 4). Stwierdzono tez, ze maja
one staty ksztalt i rozmiar (rycina 5) i dlatego moga by¢
uzyte w celu rozréznienia kserokopii. Badania opubliko-
wane przez innych naukowcow potwierdzaja te wnioski
[12, 13].

Slady powstajace na $wiattoczutym bebnie sa powie-
lane na dokumentach przy kazdym cyklu obrotu beb-
na. Ich wystepowanie stwierdzono na 33 kserokopiach
(53,2%; tabela V). Roznity si¢ migdzy soba wzorem lub
ksztattem i rozmiarem, a to pozwolito rozr6zni¢ wszyst-
kie 33 kserokopie od siebie. Slady te byly drukowane
w linii pionowej 1 pojawily si¢ na kazdej stronie wydru-
ku (rycina 6) w tej samej odlegtosci, co wykorzystano
do ustalenia sekwencji druku stron. Wigkszo$¢ ksero-
kopiarek stosuje §wiattoczuly beben o obwodzie 9,4 cm
(0,1 cm) lub 25 cm (£ 0,1 cm). W przypadku fotoko-
piarek, w ktoérych obwdd bebna wynosi 25 cm, odlegtosé
pomigdzy wydrukiem uszkodzen wystepujacych na
bebnie, na dwoch stronach wydrukowanych bezposred-
nio po sobie, bedzie wynosi¢ nie 25 cm, lecz 5 cm lub
30 cm. Spowodowane jest to tym, ze podczas drukowa-
nia stron jedna po drugiej 20 cm $rednicy bgbna przesu-
wa si¢ bez drukowania. Dlatego tez, jezeli uszkodzenie
ulokowane jest na 20 cm $rednicy bebna, tj. w czesci,
ktora nie jest stosowana do druku, to odlegto$¢ pomiedzy
wydrukowanymi uszkodzeniami na dwoch bezposred-

nio po sobie wydrukowanych stronach begdzie wynosita
30 cm (tj. 25 cm plus pozostate 5 cm na dokonczenie
pelnego obrotu bgbna). Jezeli slad nie jest ulokowany
na tych 20 cm walka, to wowczas odlegtos¢ pomiedzy
wydrukiem uszkodzen na bezposrednio po sobie wy-
drukowanych stronach wyniesie 5 cm (tj. na dhugosci
pozostajacej do tego, aby beben wykonal petny obrot).
Tym samym pozycja uszkodzen zwigzanych z bgbnem,
a wystepujacych na réznych kartkach papieru, moze by¢
stosowana w celu okreslania kolejnosci, w jakiej strony
byly drukowane na kserokopiarce. Niemniej jednak, gdy
kopie drukowane sg pojedynczo, a nie jedna za drugg lub
drukowane w roznych odst¢pach czasu, to na podstawie
odlegtosci wystepowania $sladow zwiazanych z uszko-
dzeniami begbna nie mozna ustali¢ kolejnosci, w jakiej
wydrukowano poszczegdlne kserokopie. Wyniki badan
opublikowane przez Arbounine i Day [1] potwierdzaja
te obserwacje, tj. ze efekt wystepowania na kserokopiach
sladow zwigzanych z tymi uszkodzeniami moze by¢ uzy-
ty w celu ustalania kolejnosci ich wykonania.

Uszkodzenia watka utrwalacza termicznego zaob-
serwowano na 20 kserokopiach (32,2%). Wsrdd nich
na 6 kserokopiach (30%) stwierdzono tylko jedna pio-
nowa lini¢, a na 14 kserokopiach (70%) wystgpowaty
dwie lub wiecej linii zwigzanych z tym uszkodzeniem
(tabela VI, rycina 7). W przypadku wyst¢gpowania przy-
najmniej dwoch linii okreslono odlegto$¢ pomiedzy nimi
i t¢ informacje zastosowano w celu wykazania, ktore
dokumenty wydrukowano na konkretnej kserokopiarce
[5]. Stwierdzono, ze ta cecha nie jest indywidualna dla
kserokopiarki, niemniej jednak informacja o niej poma-
ga w przeprowadzeniu klasyfikacji. Gerhart [5] i LaPor-
te [9] wykazali, ze uwzgledniajac te ceche, biegly moze
wykluczy¢ kserokopiarke, ktorej na pewno nie uzyto do
wykonania danej kserokopii, ale nie moze jednoznacznie
wskaza¢ konkretnego urzadzenia, na ktérym ja wykona-
no. Niemniej jednak ta cecha w potaczeniu z informacja
o innych charakterystycznych §ladach ujawnionych na
kserokopii moze by¢ bardzo wiarygodnym dowodem, ze
dany dokument wykonano z wykorzystaniem tego, a nie
innego urzadzenia.

Slady pozostatosci tonera na kserokopiach w formie
odbitek liter, linii 1 kropek zaobserwowano na 52 ksero-
kopiach (83,9%). Réznity si¢ one wygladem, rozmiarem
i potozeniem (tabela VII, rycina 8). Niemniej jednak
uktad kropek i linii nie powtarzatl si¢ na kserokopiach,
pomimo iz uzyskano je za pomoca tej samej kserokopiar-
ki. Dlatego tez ten typ uszkodzenia ma charakter przej-
Sciowy 1 zazwyczaj jest naprawiany podczas serwisu fo-
tokopiarki [13].
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4. Podsumowanie

W przedstawionych badaniach analizowano 62 kse-
rokopie, ktore zaklasyfikowano do dwodch kategorii na
podstawie informacji o typie uzytego tonera, do czte-
rech kategorii na podstawie sposobu taczenia tonera
z papierem oraz do o$miu grup na podstawie informacji
o ksztatcie rozproszenia czasteczek tonera wokot wydru-
kowanego znaku. Do tej samej kategorii klasyfikowano
kserokopie uzyskane za pomoca kserokopiarek tej same;j
firmy i gdy uzyto tego samego typu tonera. W przypad-
ku 49 kserokopii stwierdzono wystgpowanie réznego
rodzaju sladow zwigzanych z mechanicznymi uszkodze-
niami cz¢sci roboczych kserokopiarki. Niemniej jednak,
gdy jednoczes$nie uwzgledniano wszystkie analizowane
cechy fizyczne, to sposrod 62 czarno-bialych ksero-
kopii 52 w pelni rozrézniono. Dlatego tez najlepszym
sposobem do uzyskania wynikéw charakteryzujacych
si¢ wysoka sita dyskryminacyjna jest uwzglednienie
wszystkich analizowanych cech jednoczes$nie. Totty [11]
W Swojej pracy rowniez sugeruje, ze poprawne podejscie
do rozwigzania kazdego problemu zwiazanego z analizg
kserokopii dokumentéw powinno uwzglednia¢ wszyst-
kie mozliwe do uzyskania wyniki badan.
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